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FFJE gzip, WAF TR 7 2 iR [B] gzip 45 0 )07 4% 5 5

AIF)E gzip, WAF SCRERIN, (R 7 S i 20 A0 i AR SCARZEAT
IR

gzip EAF55 2K

T8 gzip JGIEF gzip RAREH

A R IE T 1~9, (e, Eaizsbim, K4 Eme (1 &
AR, 9 BEEAR)

Content-type

WAF 4T gzip 46 HI SO,

WAF BRIASTHE 45 1) H LS 2R B 4045 : text. application/x-javascript.
application/json. application/javascript.

R AT AR 75 2 E AT RN SO 2R

SSL #pisli 4%

HFE SSL XM, LI
P I P PO A A v
V2 BN 32 30 1 A0 U S 1 i L it o

L]
WAL E AL AT &M BNt EEE .
FR %35 £ A 4% HTTPS thi;
AR RE RATHE > A45KBE > sl b
BT EEEX.

EAS S

U SRR 55 2% R AR 3% https P, 3 T HCE VM CAE I ARIESS o W] DAL HE
SIS B EALHHIIEF .

EEOAFIES: BFERGENESN T O EAERUES, B L,
EHOARIERXME, HHEESL 411 LESTRE R,

EREEH: EAEFIERE WAF,

SSL %k

755 SSL I I EE .

S,

R
AN AR 45 2Ry HTTPS I A] i B ) S 3k T

AL

SSL JiiA: WAF S H#/ SSL A, wfLLiEFZ A~ SSL A,
sk kB WAF 5% P omi@ E 4 Y SSL =5k, nl b
EERANREZA, HEHRGNE.

S,

oL}
X2 2525250 5 HTTPS B m] e B 1) i S 100

55 4%

SSL JiiA: WAF S H#/ SSL A, wfLLiEFZ A~ SSL A,

IE S, R WAF 55524 IB S K SSL i ik, WL
WHRPAREZA, FEHRGENE.
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RER ik
S,

L]
AV 24 AR 45 282 B 5 HTTPS I A i B 1) e 2 3% 1

SB 4 el D) 6, CRAEILE, R (A6 A 4 B0 0TI
B TR A, St CARSERT ] HeHl, ARSCHT AN
B

4322 BREBRMES
FTEE R S ERAN E HPIRES .

Bty L R AOAR SR “root”, BEANSE LR U, B0 oyl s 4L I R i 2
—ub A, HEZ A B U, R AT R A R AT

o RTREEASRE L A CHRIET RS EE Y, X R RSN P, KR A

oL .
o BAHEANTE NG A CERET R ERE Y, SR ARAEN O, FoRizih s
Sz

4323 #tERIE

B BE O3 AT LAt RS 2 Al f A el RO R REEAT T R /2R Pl s U TR R R
1R

Sl AU LG S B AT S U R MO 5 L A L R 4
SR 1 e AU P R T “root” , MEA N A4 B R TUA .
B 2 IEFE S AR 0 R AL
S 3 B U] B, S R (e F e,
B 4 BT TR
—BER
4324 BEMARLKE
Sl 422 4 W L3

o BRI BIRN
®  HTTP Flood i 4/ 5%
o M A th s
®  Web L4y g
o Al g

o SiFIBEERNE
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ARG 25 9 47 1] S s
®  Web fi#hg

o Rk

o RARMHTEER

A B 18R B B iR R g

FE1

18 il B3 SEms (B3 0 SO e R I . 18R G, & h S il DDoS X
SRR ILIE 4T Z Bl

38 DDoS Bl LA AR 55 a4 A& BAR S N BUh T8, o5 IR SS @ B, LA RER
FIEHEREESGI; SEERIGE X B IR SS AL MERR, DEARF R R
[ IR 55 A5 OB B B, AR 55 4 B TR IR AN BE S RPRETEG, I SRR 245 7 I R S
FERESR, BAMRSS AW ] TCP BRI, ANFIEESZHIER, AT
BRI 25 Bt o

P g B U % e v E 25y =38 Slow headers. Slow body LA & Slow read.

HAET, WAF B2 5 5 B 37 S s BE % 3 T3 5 ZH X Slow header A1 Slow body P27
F S B B AT R 37 . R A48 Slow header A1 Slow body 19 F 28 U P8 32 452 1
) R B

®  Slow headers
HTTP B3 E, HTTP iRk Ar\n\r\n (0d0a0d0a) &5 s % i Rk 45 R, Al
Sum R . A4, AR AGEAS K IE\N\n\r\n 2 U047 ? Slow headers Ht A1 F X —
K lm) Ik 55 4 K AE DDoS Bt
Wi # 7 HTTP i Kk 4 Connection W B N Keep-Alive, Z3RRk %545 R%F TCP
AW, B G A2 AR JL o8 R IE— key-value & FIEHE (W1 a:b\r\n)
FRSs 4, FEURS 2NN HTTP SMBA HU e i — B4R R Mo % 18 H
Z LB AR LRAGL FIFE R ERAE, T4 MR S5 2R AR R Bt 3 0 T TCP 1
A BT G K

®  Slow body
Slow body t#x Slow post. 2 HTTP i K H] POST J7 IRACH, FLVF/E HTTP K
ki B content-length, A2 POST WA AL RS HEHELSZ T POST HAEK
JELUE, S5 P i A% POST A EE, LI B DR E B DL — 57
/10S-100S FrIAEICIE B & 3K J5 25 body HINZS, WLIAE| T IHFEIRSS S Bt Ia &, R
i A WTHBIE XA RE RS, At (A IR S5 28 1 BRI AR B R L

15 o By 47 SRS PR T B8 R A0 F

e R P rh BT B — i R, A U2t e A PR TR PP s A M B T
2, RSP SRS BB U, A 4-17 Pl
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K 4-17 1BIRBGERGIF RS

{8t AR
Bilpd il
B8R T PR 2xd  TA
FIPHtEE THE W
faEER 5
B =T 128
FRE

HB] 2 JHEHEEBGER DIfE .

TR HC B S BRG], oy P e B RS R TR Y 4241 [5¢H] ]
A, JF A BRI 1 IR B B DI fE

BB 3 B A B 7 SR
18 Bl B3 Hems 2 B B R 4-7 o

R 47 BREIFRE SR
BCEm it

2 75 A I B WS R B AT IR TP HEAT R AR AR AEHAE. kA

L NE PP E o
P TP o REMEE UGN R IR R T AT N IR TP R4 BT .
B A X B (BT 47 R TP AT A PILIT

B e XA BRI B K 18 U AT 9 IR TP AT B AR I A3
55 P Bl TG v S AN 5 N Y

A0 & 3 WAF BHT—RISE S S A M. JEITEEA 1~60 #2, ERIME N 5 0.
B e ARSI B 1 IE 5 BB A 5N T, BHAMERN 128, AT EGEE
N

H 26~1536.

S| 4 bl (F5e] e, RIFRLE.
R

Bl 2 HTTP Flood Bh3FsEmE
S WAF B P IR S B2 G, SRS S R 2 P SR e, VR
A L, 01 2 B3R 1 2 R 4% S5 0 M, T A RV RE BRI 5, U P s e B

LEY s R A A B B — b L, AE A N2 5 2 A PR T Pk B¢ “HTTP Flood Bid”
7128, #t N\ HTTP Flood B4 SIS L & S i, Wik 4-18 fw.
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[ 4-18 HTTP Flood BhiP5&

i | HTTP Flood IR | $EE=2158
lnapins =]
HTTP FloodiffRas BfE | =4
BE
HTTP Flood BiPsses ~
Ein ®E BiFIP BiaE0 ik GETEHE(pps) POSTEE(pps) B
w
FE
EFIIPERE ~
Eir s BiFpP BimaO & fic: =3 ik BiE
0 -
FE

HTTP Flood B $n& i B A 554 5 S 5L B . HTTP Flood Bidr SR & A1 5E 1 b5 37 S i =
ML E .

FFJ& /5 HTTP Flood B 5EHE .

HTTP Flood Bi#/" SRBEBRINTF G, Fai I 4-18 FRBFI#8 #I X3 H [0 ) 48k [ ]
Y5, <P ELIF S HTTP Flood B/ 50 .

EEERSH
S| 1 EK 4-18 HRFBEE XK UE HTTP Flood &R S, 4RSHHIWE 4-8 k.

% 4-8 HTTP Flood FFiFEEEH

EEm it
Bt REF I [R] JR BB [EVE L, BRAME Y 300,

BRI B I S , WAF %5 5ty TP R 5 A4 3 Hh i B ) K

(S AERT ] ERUE Y 1800 5.

R WAF 7% /2 3 52 60 S R DD {00, 00395 e 0 2
U AR AR NG, R S 45,

. P WAF BOME (51205 765 (AT 1B A0V o ok

L BB R KL, BRIAE D 7200 K.
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$B] 2 bl [HE] 124, RARE.

s

¥E HTTP Flood B3 0%

$B 1 15K 4-18  HTTP Flood Bi#PsRBE X ki) Bk ] 424, 5845 HTTP Flood Fi#r
RIEXTVEHE, a0 4-19 Aiw.

] 4-19 $fE HTTP Flood FPsEmg

=k
FhEIRE default_vd s
80 w
Bi5IP & %0 _ B
HerEoRYIPEER : 0.0.0.0-255.255.255.255
=53 HTTP Cookie v|
iFE Get 1000
iH{EPost 500
TBE HIiH

£

HB] 2 I E HTTP Flood Biid S S 4, ZHR4I{E B WK 4-9 P

2% 4-9 HTTP Flood Br3P5RR& S 205 AR

BB IR 5%

K HTTP Flood 53/ $EI& i 44 K .

i IR HTTP Flood i 4 5K B 3& F 1)k 2

H b7 IP& 3 1 RILARSS (4 IP Mok AN 015, TP Huhik S35 IPv4 F1 IPv6.
HEA DY A

‘ *  HTTP Cookie: WAF ¥8NII5GIEZHE 2 http P 1) Cookie {H,

Sk IR WAF 205 3 8 A A5 Cookie {8, W% /il i B8 A1F .

* URL Cookie: %522 WAF 457 F it (1) [] 5 5048 o s i — AN Bt
77 Cookie {8 ) F %€ [7]) URL. HIH-% /55 i% Cookie {HiR [A145
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BCEm

)%

WAF, W% 5 s i 5600

ascii-image: X5 B IRUERE, WIS BE — e dE
BRI B R R RIB R U, T LK P U H B B0 IEAS
B, ARl ieir

bmp-image: 1ZH AR B R IRIFR L, KIS B LA bmp #53XH
B TERRIRA T F i, B s B R ERAEE S, 7 ReE
LA o

HI{E Get

WAF SIS GET VR IR KU e, B2 EH N5 flood Kiitie

[%{E Post

WAF &30 3] POST ¥ 3R 1 KB, Mt iZ{E U N2 flood Bl .

FB], 3 il [HE] %4, RETRE.

R

Bt e BT 4 SR

HB] 1 Pl 4-18 g h BT SRS DO URrde ] 424, 5 BB e B4 S 15 HE,

K 4-20 7R

Kl 4-20 FHZEIFTHFERME

PrEE PBhiFE R *x

™
EHF
ShEEE default_v4 w
. a0
SEPamO |
Lo pIPTEER . 0.0.0.0-255.255 255 255
tata= Z&EtE 0 www htipflood.com. 5231:1:110:110:1:2,
1010125 BETREasR0OS, RiiATESERESE
o e
W
BRI kR B S R0 IDIRE ST . IR AIRmITT O 04wl g o= TER
1B5E B
£

$W] 2 BCEEHP RS SE, SHEMBR LR 4-10 P
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* 4-10 EFIBTHARAGES IR

BLEIN ik
B S SE ] B 4 HEWE 1) 44 R o
i R R SE ] B 4 S A 143 1
H b7 1P&3 1 AREEAR S5 10 TP bbb A 15, TP Hhhik 575 TPv4 1 TPv6.
4 Bl ORI WA 2l R 342
AT B3 SR AR 47 1K) URL #6545

CAPS

SHEA DA

HTTP Cookie: WAF ¥ #5UFEH#5 2 http ¥1 Cookie
fi, R WAF S8 i 5t 6175 Cookie fH, )% 7 i it
HERIE

URL Cookie: 1%5i%:7% WAF 4572 F iy (14 [ S A5 o s in —
B Cookie MH A 2 M URL. 415 % i i% Cookie fH
IR [EIZE WAF, T2 5 i i 5 30 0E

ascii-image: 1% 522 B R IRIE S, BIRIEE S RE — e 5
BN TR AR B A RIR LR R g, TR s N
RIEFEE, Areilidieir.

bmp-image: ZH 5 B R IGIERE, KIRIUEE S DL bmp %
KB R KRR L% o, 75 ER P s BN AR S,
A e id it eiE .

S| 3 b (e e, RIFRLE.
R

i B HIRR 2R

I E M 2 et e, WAF W LURESIE K HTTP 155K, sl 4 HTTPS 53K, M

111§ e A% i 1Y) 22 4k

FEG R P rh BT B — i R, A U2t s A PR TR rp s BE e el T
&, BEANBE T A E B, Wil 4-21 fors.

K 421 HIEREEHERE

A E gans aaud Fadul

W BRI R

Hik anfe EPHE Sessionzit UAzIE ws L3

nnnnnnnnn 0 FaE Favm AR o 2 (%)(m) &

LB Rl 420 iy DR sRms ] 42, 8 Bl Ao 2 A e SR M IAAE, Il 4-22 P

No
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K 4-22 FEEIRR SRR

EE

enfE
EIPEE:

*
E3
£
CIENEE
@
Uik
W|GET ¥ POST [Z]HEAD CJPuUT
[JDELETE CIMKCOL CJcopy CImovE
CJOPTIONS [ JPROFFIND [JPROPPATCH []LOCK
[CJUNLOCK [JTRACE []SEARCH [JCONNECT
| BRA v|@
S v |
e U
o]

$R] 2 BELR L LM S, SHEAURER 4-11 P

R 4-11 BRRERERIESEILA

BLEM

(::p%]

S 44 B

Bl 2 S A SR (A4 PR

[ 47S R €2

R AR EH .

i AT RO e A L url B AT, AT ZAS.

AT ERATHE e M I url BAE, WA A

S I A 55 s i I R A AR AT B 2 AR A B T, AT 2k

21

WAF X 45 A 25 A 11 SR AT PUAT =R [ 3 1
BELMT: XF7FE4EIE R, WAF S5 AVGEIBR I, 7 B85 240
TCP & CYUBHE N, WAF B2 f4t<f [P #H28% 100 .
B2, NSRS R, WAF 4R A RERAIN, {HifLx HA/EH
BRI,
BERER: WA &MIER, WAF MG —A 302 & 52 14 T [H] N
it, IR HET TCP &Rz,

VB IP 2%

DR R PRI, W2k .
AFEE, FRARE 1P BEATH 4%
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BCEm it

KABEE, R ABBHZIR 1P V71

BB XA, R BOE N 0] AR TP HEAT 354 . b AR ) mT DAAC
LN R NN

WRSEEFERER, NZLiEk, % EHEE R URL.
BEX: FE “HEERBE” PR ER P URL Hubk. 5 5E A%
RN TEREN URL, i KK 2048 ANFFF, 1l
http://www.example.com.
A7 url https: 75 7E “https %517 HEA A HT https BV A5G 0, BRIA
N 443,

SE [ A © B SRR EE R IR ST R 0T ) 2% U HTTPS hAs

HHEE R G URL 548, H 24 WAF LB Es st &, &N
iZ URL &AL k7, RELG KX E.

48 RFC ML, & GET, HEAD Z#iksh, RENBEAETZH
AAE

$B] 3 il [FE] %4, RAFICE.

s
B 22 & ARSI S AR
PR T LAZE P 421 B S8 e 2 (AR ELAUZE T, IR 52 4 Pt s 51 e o
WL LA R B
o RN
R B A PR SR RSO bE 2, A LA B
FEHIR B
o L/ S
R IR %2 A O R A RS
R e A AT R B b i gr s A
o MBS
ol A e A MRS B 2o 0P AR ), 0 O A T o
ity (e Y 1258, MIBRZsng .
o LB AR

b RO 2 A AR R AR R B R B RR R, BTG A TR AL
PRI
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http://www.example.com

ALE Web R2FHPHRER

Web 22454, R LAyt 20048 A7 3 FH PG 01 SROMS B0 A Simes . — NSRS REw 21
wh R I AREH RIS E, ES 0 4.7 ERE PN A4 .

S AL o S L, A AL SR Web S4BT T
%, HEA Web S4B SRR EFELAR I, IFE 423 B

K] 4-23 Web RZERHIPIRAE

EREHRIR
HSiTREER priv =it T T el il
s
HTTPHHHES defaull_medium -
ERtamn
HTTPiFaEs defaull_medium -
WebiEESRISHIE default_medium -
B : =z
Web BRI defaull_medism -
SRR EER defauit_medium -
IEETEES defaull_medium -
EEiEREr defaull_medium -
=ty
S defaull_medium -
RS RES -
R default_medium =
CookieZze default_medium : 4
FEEE e
SR -
BRI %
XML : -
SrEs e s -
S 2 ¥
SREe
ESE y -
=il
SRt = -
= S
FPEHTTP K P oy Th e (Bopv5) KA T Fu&F B Lé9 Host, BPA
LA
Q‘ © ALREEEJRN & E T, A3t —A EAE R A A — & Cookie &4 g AR
/) 4. WAF 3FiZ ZHUE T A 4 B Rk 69 Cookie AT % — 940 F R 5 443
i | 1o
e REE T % % Cookie %4 H 5, WAF AR @ ZIEIRA, A EZETiti
PO CEL, P T AR B R R, AR T K,
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RIEFE Web 22 4E B 5KHE
UNARACE TSRS, B RTE Al fC E Web 222 B4 I, BLHEE FRAH B 1436 RUBERR

AT SO IO POR L B, ToAE — PR AN [ SRt AN RIS R SR, A7 93 i AR 9 A 48,
WS 4.8.1 3 U

PR E Web 4[4 SR LRI R -

$B 1 P 4-23 FOSRBEBR X I ) RFRs AR ] $240, 55 H ke Bk SRR N T AE
& 4-24 Pk,

K 4-24 E$FuL S ER

bris Tt Ll b4

~
s iR

O default_low

®) gefault_medium
() default_high

() DDFSD

|
\_/FSDFD v

L

BT 2 WPl B (PLIL#E “default_medium” N .

HB] 3 i [HE] 424, R [8 Web 22457 SRS & BT, w] LRI AT Sems 8 CLBR A ik
7 B R A R SRR - 45 518 SO SR, I 4-25 P
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&

oESIOETE  METERSE HTTP Flood TP BESeyel | Web

4-25 PRIRACE Web ZEHER

R

WEEER

Tirtes

HTTPiiES

EEnE

HTTPIEEES
WebERERR I
it

Web BRI
SRR S
IEETEES
EEERE

=t

TR’ 4

=S
R
SEne
CookieZr:
Pl
BTN
XML
STl
BT

o (e 1%, PRAFBCE

i
i

_i]

i St et S
it S st Ll
i St et Sl
i it e i g

®mE BT SR

QR ORAF RN, R GEHH “ Web 2 4[5 SRS HC BRI 1R k" INFn(E 2, It
O R S 2, EEBTEAT v SR 1 5| TR AR

s

E]

FE1
EN

P SR

IR TRNG, Wik 4-26 Fios.

B [ 4-23 B BCRRER X 35 HTTP PR3 A (0 14 T i AE o+,

.

>l

JIN

%

;

Al

=

IEe]
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K 4-26 HTTP W46 2E8Y

thistids
HT TP siile default_low =
T, de‘::ault mgn_
\_) default medium
HT TP a5l ® default low
WebPRE 4G R O testuri=100
e Y fEd o VB TRhE: e

BB 2 PG E VIR S -
$B] 3 i 4-23 U N CRE Y 124, IRAFICEL

R ORAF R, R “Web 2P KIS ACE R, EMEER” WitnER, &
WOH P RS R %, BB HEAT o s S 1) 51 R4

s
U L e A

W S ) AR AR 40 R

BB 1 EWK 423 Pron i) Web 2B BoE U, By A S msA Mr ~ e o,
71 AT FITAT SR AL SR

U 2 ol IO TR ] B, O C I s
S| 3 ik L] A, SRRE.
R

B SR

BB 1 EWK 423 Pron i) Web 2B BoE U, By A S A W~ e o dl,
71 24 il A R A A S

B 2 A RTINS BERE, BEHE S HT S U
PRI VEAIRIEIE S I 4.7 SR E L.

R
T Ak AR

S 1 I 423 ORI 0 LS R AR L, 6T A S At A AR X 1T
.
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S8, 2 s (6w ) AN S, 7R3 B0k 5 4 F) 150 B UEAE A N Sl S AR 4 R,
4-27 Fizs o

K 427 R EIRRBFR

AR SR

BLiA

L

HB 3 A [iE] %4, RGddn “FHMEL” , R silh T 2 SR L 3 A BC B ol s
AR -

St AR AT DAAE il AR rh A A B A SRl ORI 4, TS

Bl
s

Fic B Bl 5 HE

4.8.1 vk 5

FES R AL P rh B i i, A DU iZ 0t U B T PR BN TR, BEA

B o4z i SR EC B A, ] 4-28 .

K] 4-28 BISMTHISRER

BE

IR S SR

TN S e 1 BARERAE T
BB 1 AU 4-28 o p sz il i B 0T, o B Ak S A R SRR o bR, R RoR

(I 4 i SER ( 5 A S e B SEms, &l 4-29 o
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K] 429 RFEFIGNREE

Lkl -
(] hi_sal union syntax
] default_medium £

mEsn | BUHSAER

BB 2 HHEEOSMEGE, ol (] L .
s

BUH BBl 5h g

I B 1 S () AR R AR T

BB 1 {428 Fros B A= G L E U, BT A SRS A B R RAE BRI bR, R EOR
(KT 24 T 2R R ) A sk b sy CEOH S Sems 1 #4410, BUH Sk S m 4P S, 4
B 4-29 iR

S 2wk Uie] A, SRRE.
R

B2 Bl sh Ak

Pl 4-20 FRIK RTINS BERE, R HTIE S AT B ARSI R B U, B il Aok
W o A BT A A SR B VA A 21 2 WL IE ELAT A1 SR

B ES1RBERRE

STEIERER (Session Tracking) JE L6 Ex 7 17 Web N FH Rk 55 & A B2 A7 i 17 K B F
JITA ) Web 884F, FFICRTEAMTII HE, NEEEAFE 2. Bl RieR. U
LRI FTAT I¥) Web 38 F S (ORI A Bt 2kt [ BEEAT AT B IE, 1
i FH P B AR T i 2 A e 1 TERAE I ML Zh L

WAF )2 T8 57 SR BE % 2k 3t 400 BN I Fh 2 1 BEAT IR B

o I iEk A i WA U 10 B WAF {R37 1) Web IR 2545, 2% WAF 5% 7 oiig i U 2%
ISR, WAF HJIE S N R — M
WAF Client Id (f&F8 WCD) [¥] cookie, M5, 7E WCI FIER YR N (WCI
BRI AR 1R, @5 EmE), ZHPIraiERPHasizZE e,
FIT WAF (B B21ZH P I FTE B-1E ;. WAF ¥ MR — 28 7 s (A [ 0] W 2 2 175
KAFBCA R WCL,  MITIE ER R E Rl — % 7 i BT 0 Y028 16 AR 454 U7 Al B 4

o JH kR 7w YA U7 M 4 WAF LR35 (1) Web IR 5545, WIS Web 55 28 4 FH ik
Bl T A& AR 4528 session id F¥) cookie, FF4 WAF & NZHFT F A —1MEE
WAF Session_Id (f#FK WSD) [FJ—kPE cookie, M5, ZH A ERFHAEX
PN cookie, T WAF BB Z &% P T EE L L
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ST IBER ARG R E L R

BB 1 e AU R Rt R, AR e SR B U P 2B ER T AR,
IR EA RIS ACE T, W& 4-30 s .

K 4-30 S1RBERREE

5 EEs
SiGIEE

=iEEERER E 0 E

EIEFRET -

HFERER =i A

BERFE Ol 3

EEsN BRURL ErEsd
hitp:/Anwabc.com/pyixssResponse.  testid * +
B’E

SB| 2 IFRKM L TG
SUBBE I, W ¢ SIRBB 7 EI IR, TER S £ R )
fit.

S 3 WH 2RSS
LRI I BHOR I U1 4-12 TR

* 4-12 RUEBERREESH
EEIR R
2iHB R H 5B &R BB DR
B BRI 1P RS2 B b n . A IR 1P J5 220 i) 1) DL 2R B e S R 1 2
VR RS, £ SRR
WAF L3R 11 M iEdnRmtF, TP alARYE S LR F H2 513 i b AT Bk 5
Z ik,
(1) ASP-DOT-NET-session
(2) ASPSESSIONID-session

(3) ColdFusion-session

(4) J2EE-JSESSIONID-Cookie-session
(5) J2EE-JSESSIONID-URL-session
(6) J2EE-session

(7) JWS-ID-session

(8) PHP-BB-MYSQL-session

(9) PHPSESSID-session

(10> PHPSESSIONID-session

(11) SAP-session

e A )
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BCEm

ik

S

L]
AR A G A2 O E SR T AT E R AR IR .

FIRIB PR

SURIBERN (BB PR, AT A .
AHB: WAF XA A BRI U5 [ AT AT B B
PUBERE R BHR: WAF SO € A BHR A5 W A7 94T IR 1
PIBERIEEFIR: WAF AXHE e R BRIy (R 4T N HEATIEER .

YA,

POIBERBHIRIISCAFRAL . WAF SR Z N &4, 249 A Z A 75
oK.

HZH IR R 1 PUB ERE R IR A A B R R BRI, U ATICE .

BERHI T 4

FETIBERHI T 4
WeRER, WIAE P AE S 5 IR AT —BUN [ A, £ WAF bk i iy
FeF A AR R H BT RERE S 44

BB A RS SRS HARE B URL FIAH P 453
%% URL: OURL #% 337 #F host + uri-path + query-string; @%ii A\ URL P
B, REE “http//” , J& G AR EGALE URL 50 L “http:/” , 75
JFUAEEL N HTTPS (¥ URL, NAZBERAKEFFEhHA “https://” 5 @
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FEN AL PRSI DU, AT CAEAT A il SR R ) AL D8 SRE i #8AF . FimAy
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AN @R BN H TR, DMEAE LTS IEBRS AN RRESEE R, 4
. RAESEEOE, 7liE ping 58 traceroute 25 T R AT N2 A E .
AT TR E 25 9 RGN TR A2 8 TR
e Ping TH. #L T H. Trace Route T.H. 4ffEFK. RG LK T AR HEIB A
se i WAF B8 FIZESR R GE ) H R A
o N T H HRATIN R G 1) 2 AR
7.4.1 Ping TR

Ping TR H TR0l EWUAEVE BCS 1T N 28 FRE RSO0 . 1B 38 . RAEH > WK THE >
Ping, # A Ping UIH, 1l 7-52 .
& 7-52 Ping TR

Fing

Bk

* Fing

TESCAHEF SN B AR AL IP Hoht, #RJ5H#d [Pingl %4, TR ping tn4 1
B, i 7-53 Fios.
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Web Rz A8 {5 M F

248




K 7-53 Ping TRIZHIELER

Ping | “f@E3%E Traceroute {IE FiHERTE HEITE BEiXEEEE
106719 * | Ping B4 IPHH

[PING 10.67.1.9 (10.67.1.9) 56(84) bytes of data.

G4 bytes from 10.67 1.9 icmp_reg=1 ti=128 time=0.527 ms
(64 bytes from 10.67 1.9 icmp_req=2 tt1=128 ime=0.613 ms
|64 bytes from 10.67.1.9: iecmp_req=3 =128 time=0.530 ms
|64 bytes fraom 10.67.1.9: icmp_reqg=4 tl=128 time=0.418 ms
G4 bytes from 10.67.1.9. icmp_req=5 tf1=128 time=0.426 ms

— 10.67.1.9 ping statistics —
|5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rit minfavg/maximdev = 0.418/0.502/0.613/0.078 ms

742 BEE

WAF R4 E R, HTHE ZEE KN IPMAC #3138, DUEHEE P2 ) fl . kg
B RGEHE > MR TE > FFR, #EA IPMAC Hibky) R m, WK 7-54 i

K 7-54 SRFEER

Fing | 4ff@#%  Traceroute {8 FHEHTE HETE HilHEER
1P MAC #0
10.67.3.57 Scfddd:y3:8afe eth0
10,6719 18:03:73:af86:d5 ethd
10.67.203.122 00:0c:29:a6:df.c5 eth0
10.67.3.11 ethl
10.67 203121 00:0c29:9d:2d:d2 ethl
10.67.255.254 e8:40:40:07:c3:c2 ethl
10.67.3.69 98:90:96:h8:38:00 ethd
10.67.3.244 Sofdd734cds eth0
fed0:d2c7: 80 fac3 efd0 d0:c7:89:c3:ef40 eth0
Rk

7.4.3 Traceroute TR

Traceroute B HHIBEE, FI TR P25 % 2k . B0 R REEHE > TR >
Traceroute, i A\ Traceroute T, UWIE 7-55 Fi7No
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] 7-55 Traceroute T B

SE%E | Traceroute | HEF FEiEHETE HETE  EidEZE

* | Traceroute BT P

16 SCAME PN HFR ML TP Hahit, %3 [ Traceroute 444, 7% Traceroute 141
LU, W 7-56 FTR.

K] 7-56 Traceroute T EiZHiZER

Ping  40EFx | Traceroute Bl  FRimEHTIE HAETE
106719 * | Traceroute B #nIPH

ffraceroute to 10.67.1.9 (10.67.1.9), 30 hops max, 60 byle packets
11067181067 19) 0445 ms **

744 BT H

B G AT LS I TR WAF #:H 8E 4, #5035 0. IR 45 350
38 2 1Y ) e

He B I B AR
FR] 1 EFERE REEHE > WKTHR > 36, dEAGEHIERTE, WE 7-57 Frs.

K 7-57 BT R

WEE T Mm | FHENTE HRIE
)
P Fol(Bytes) HE Sl
wafg2_2016_02_25_17_34 42.cap 241625 2016-02-25 17:34:43 ‘—_%j =3 X

HB] 2 Fal (] %4, SRHIMEREEHE, WK 7-58 Prs.
HIRIMESHAE M IR, A Xt St E
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e x
Llimesh 1000 A
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;o= Al v
LR IPHE
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M {m MEED) v @
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|
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*7-10 BeEMEIESHISHILA

BLEm ik
EIINER/ eSS0k Va8
cap I PICHE L B SO RN fe R AR

LB/ C AYON N HEAMER TR, 0 RAARFETEH.

i AU B B 75 1), AT RLIE#E ALL. Rx. Txo Hoot ALL 3R [T

Kl 87 17 WA AU A B B, Rx BRI e 62, Tx R gTUA A 1 Bl
fil.

J5 TP Hhhi: A UAEAEFTFIRIIE 1P Huhl, ANSHS RN AU 1P #EAT IR .

H ) 1P Hbhi: AR UAEAES S5 H I 1P ik, A RIRARK B AR 1P #EAT IR .

FERTTI TP bl | AURIEAE ST AR AR RIS H ) 1P Mk, ARG FRIRAX 1P HEAT R

IEL R CEAY, FTLL%EHE NON. ARP. TCP. UDP E{ ICMP. A&k, %

2 SR SR T IR
0 PR, Fer A A L AL
s AL 2 T R 1, S e A s 4 B
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H )3 1 AUANEAEF S5 R- 1 H K3, AS IR AT H K35 HHEAT PR .
AR5 R 3 A UANEAEF UG FAERIRE H B 1, ANIUS 3 A xd s 1 HEAT PR

$E 4 b [HE ] 2, SCHUTGRINE, K 7-59 fros. iRy [EE] %), e
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K 7-59 iMBiETE
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e REEEERTERE EEIE
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B, 3 SO AR o R SO A4 IR R, B T R o BT S, TS LT
W K R BB A, DUERE— 0 7 W st & A s R IR Bt B2 15 75 5 T, B

Jrifr WAF AU 75 & i v fE

K 7-60 IMBLLER

Xt

e
F(Bytes) il BiF
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745 RGBT A
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K7-61 RGEXFTH

EEEAWS EEHEIRS EEETH EEREE HiTEET# FHEIRITATS

746 FAEIA

WAF A B8 TR, g Ry i 55 a8 10 st die i o
P B A A AR AR IR
R 1 ki RGEHE > WKALTAR > AR, EAARMES IR, WK 7-62 Jis.

K 7-62 FtEAECE ISR

FEITE | EIA it e s @
ki3
£ f=: v AMURL itk SRIREA H#AE
dt1 SQLEMAXSSTERIHE nttp: v test.com ) (] BX@®E

BB 2 A U] 28l hiaisEss, il 7-63 fros.
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K 7-63 A T AR E A EE

£
HEA
AAURL
HEFE
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FHEERT A

SERHHERTE

#

[saus nxssEREE v |
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#

g5 v

® = Oz

$E], 3 MEAMTASH, SHRAERWNE 7-11 s,

*7-11 EEFESRIER

B EIN iR
HFR EREC TR AP
IESEGE 3V SN D W NP
Pt SQL JEAMI XSS I3,
e
A URL TFAEFAHER % — URL, U0 http://192.168.1.100/index.html.
EREP3i% FIT S BRI TR 28, BUBUREN 5.
T WA T . FREEZET R URL NI EAHE; mRA
Bl N URL 9 IP $hER R, WIBLAR SN 1P kR AT
F BN 2R ZHREC R, Ban: 8K, 88, 8H.
5215/ 6 40 WREERRH A S AMG AN, FEREZ, WREGENE
TR HALBAE A BB R BT 33
ARk BRI 46 58 I3 1 ELAR R ]
PR ARERE Sk itk <
Mg A 75 v A JBH: RoARPMRIESLAIAERL, S EBE BN R
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HB; 4 i [He ] %4, WAF S7ERCE e k4.
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FRIMEREDRR
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7.4.7 ﬂﬂElu\LﬂT

IHfQEI GBERRTR, WAF X8 E R imili 1P 1) HTTP 15 3K A R 1 i 90 H 5k
B, M T HEE A 2E5 F ).

PR H BB EERDE TG B RN R IPV4/IPV6, S HTTP X-forward-for k4L
P Wi EE.

LR REE IS E RSN S (S

], 1 EERY RGEHE > WA TR > AREHER, #NRKHEEREIm, Wkl 7-65
Fizs o
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B o

] 3 I HTEEERICE .
B RO

2% 7-12 IHITEIL\LE,%@E%%Q

“ERRE” BT HSEREERSH, RS INE 7-12

BLEIN 137
S WIAHERA, FESSIH: debug. info. warn. error.
SR BRI warn, R BB k% A 2.
N— S e TP 7RSS B2 — VR e M TCP b AE, Mg S S, R
- BIR—VGBE . 2B EOA PR B RO, 1.
— S P TP B BB R B BRI K MEMA@E%W%%%%ﬁ,

FIHBER K RIA N B R, (7 1EE

ﬁh SR HOF i SRR AR T LR 6 33 AT, R — AN AR A B, AR AE b
Er"

oL

B IP 5135

H T EIA RS 1P SIE, AEERE T 1P K HTTP WK AR H &

a.  HrEIEE:IP.

B ER 1P IR XN UFrd ] $28], 50U 1P XHEHE, Wik 7-66 Fis .
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K 7-66 HTE 1P

1P|

b, HIP bk, Hil (ifE] %8, RAFRCE.-

VRN TP HUHE% R eI RS P Mk B ch, “Biaka” R an 8l &rm
NP RiBEEEL E e B EE, WK 7-67 iR,

K| 7-67 1BIFFIZR

ERIPTE ~

mEt A RRE il -7 i HiAIP Q
A BEE 81
106719 Fe ® &

e BT CHRMET AP AR ), RIS 1P R R IBEE S BN D OB B TP EH T

KIBEAES o
“HBERRAT R EROT, R IP A TG IR

d. Al fhidi “HRfE” BRI ERAR TS, BRI B 1P L
$B 5 EHHBEHE.
IBERSERUR K H S B R H G X, Wi 7-68 Fs.

K 7-68 BEHE

BiFE®E ~
Bt FlMBytes) RifiE] #IE
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a. PFEHEBEHE.
M R RAR I EERE, FEER P HEE H BRI AT EE .
b, Bk HRE” R EEEE D, VERALR 1P HEEEH &
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2 19 B &GO R SRR AR, B B AT 5 B ST AR 2R
St @ADL R AT G SR B & R RA R A AL

s

7.5 REIREHIER

2 WAF DU Z . S5 B A, S AR AR B R U 2B, ) DK 4R 8 44
I B IEAT PR, DAZR A B2 24 19X 2% F) I B R

B R/FRREEHIThEE
S| 1 LHEE REEE > RESHIEE, HARREHR ST, W 7-69 P

K 7-69 SREEHIEE

Mgmangie LIRsmpsing s

g EN e B Ak HEER RS i
O wigEk brv:3 FRsEE adi%E $1F
O e () 64MBps shifls] B (%

HE 2 Ak CRREERT , AR EXHEE T R (e ] 2, SRR R E A

WS R ThRE, BUN AL, EEH ey (e, Bne i Es
o

Y HT AT RS, REEHT L P a B L AT AR LK, RALH
SR B ) PR P AR B 6915 8, B R B b A B R0 R B 4
BB &AM . o R E R R T 6L A0 A B LA AR, AR I
th B3t SR R 00 R ] B B A A A

S PRty ane 3

1. AR B & b 4 4 655 5 S S A

2. BECA ST RRIZRSE GBS,

s

MR EBEHIR

TR TSN BT, ARl B 5 S A Ik s A, RN HE S
W 4321 Frgth mrp R el s O AR RO [F 34 R — MEx 2o
B, Hal A R SERt,  TITCVE F A B i e i 5

W R R AR R PR
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], 1 RlREEE

B o

BUTHE ) OB ] 4240, 5 LB @ R i H e, il 7-70

K 7-70 FEREIEHIXTR

E: x
g test #
PR:iE 1200 MBps «| % (32KBps-2GBps)
it
maliE 2 v
= [4 all

= [ asdasd
= [ asdasd
WWW.123.com

&% HUA

$R] 2 REREEHINRSH, SHUHPWE 7-13 Fin.

R 713 REEFINRSEIA

BLEm

ik

xR AR

TESEH RN, AEEOAHRER.

PR ILAE

TR BE, LIUNET

i

XU 0 A .

BE A

R EAEHIN ROG KA, BOFAE-DEEA, AL all FoR
WA A Hoh, A SR R S8 A SR A R R AR B CT
e B Pt e A

$B] 3 il [OR7r] %24, RAFEE.

s
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WERETH

TR RECE CK)E, EE A DEH ML S, BRI PoR:

S 1 SRR GOR B R R D, R R RS,

% 544 B P i«
S 2 sl (RAP] B, (R E IR [ B R BT G502 ST

R

HHpR R EIEHIRTR

IR B R L X R PR L AR A 2 R s

S 1 TR REIR ERE R ERE R, R
$E;, 2 A [FE] 2, MERZREERIN R .

—-Z5R

I 2 A U0 B A 1 X G R AR A R s

FEFEIEHIXT RINR B 2% — e MR EE S R, BdriiE s R eR A LI
CAtEMIERY 240, SEmMBRIAE O, Bl a b CaE ] &8, MRERGE

TEEHIRTR
BRAEEEHIXR
HOEH I B REOA—ER M, AFEREAZENREEGS G5, w] LU
* oA EAER R
SRR PRI R B R ERR Y, 3R R R R R R A @
TRz BRI RO E M.
o  JAHZMREERR
TRV BAZ X R AN R 2 — D E MR EERIN R, B B R A1R A
JiH) CHEE)E B0 #5, S H RS E 1, R E Db [ifE ] %4, 8
WO R I N R
ERRREHIXMNR
o {EHHARESZHIXTR
R RN RAIR HRE R R, SRR SREE N @,
R EER R EEH .
o HHZMNRESZHIXTR

RS R AR P A — AN MR RS R, Rl EE RN R IR A 5
G R Y #8, #HE A E O, Bdnza 0 (e ] 48, R
T P AR AR A R
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BE XHIMERE
£ 7.5 D8 1B 7-69 Jon UL 2k “ BRIGUG R TSR, A5 H X TEAE b Aoy K
] A, FERCEER. B NREEHI RPIRG, H WAF GREFIIEREOE B E
BJa, &R s K AERE S WAF WiTF. B, X8 & - im,  Joikvs mli
BRI G A A A 1) R o

BOH i, AEFf I RREAE T CafE ] $28l, BVnE RIS R . s,
B WAF #EATBRIAL, %7 Sl ROR E R A 21 WAF WiJT, Rl fR77E WAF A
IEIR K%, (HHHAE WAF [R5 BH

7.6 RGEHEE

RAAZHEF N ESH . WS H. apache ZHMILANZHL.

7.6.1 RGEBH

ARG 7 Eh & ke, ATB SIS HGHTIE S B . RGdEdy B K515 215
Z W A2 ¥ER .

R 1 ki RGEHE > RGSHRE > 51%SH, S ES N E T, Wik 7-71
B

K 7-71 SIESHEE

SIEsy
SIEmLE s

BESERAENRE 15 J
HRSATASFE 5 3
o EEaE 300 5}
HESIEIR 4096 3
FEEREE K 4006 3
RSTATUER @ x=A OFR=
Sigscoredump =i @ FE
BETERENE
EEIMRETNE
CpUEFIE =@ ® 7
SSLIERE ¥,
SSUEFEREE 300 v,
SSL QATIERSTE 10 J
SSL QATEFIRESER @ %A OFR
SSL QATESERIEREEST @ =H OFR
ssLEmEs G
ssLEsFER
SSLETFEicket =4 @ 7=
SRR NGES 1 J

0 3

*r ®@FR
2 J
BE FAWEE
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$8 2 MESIESH (SUBCETEEFEIIES W Web I , W7 7 FEMPSEBY, 5
WRARBIAR SN B

$8, 3 A [He] i, Kol ESHECE R 5%,
GGG, XUERCE SR .
BB 4 (L) By R ARRAET 1241, K51 S E R 2 5 BN E SR, IR TR

43| 4,
B R, LR 5] S B A
R

7.62 R&%EH

WIRZAZ LSRN, 72 NAT 5 N ANRETT R, B T 2475 20 tep PR SCE

AT R IR T
R 1 G RGEHE > RESHWE > WKSH, EANARSHECE TUE, W 7-72
PR o

K 7-72 RS

RS | Apache2Il HERID

PO S
TCPETIEIE, @*E OF=

BE FALET

S8 2 kB “IFE”7 TCP BEE.

o il [whE] #4l, —UMJFE TCP WIAIEL, =5 WAF 513 H 5 )5, WEBIAKIE

o iy [RFAMARTE]Y #=4H, K ALREF TCP B AT EIRAS .
s
7.6.3 Apache &#

RGUEY H P 8 55 , 7T Ul id Apache 2405 Apache BEU#EAT L & o BRIAAE FH“ AR
S PE TN SR UE TS K SRR 1E 8 S8 va i, ANRE EAE M “ 7 9 BN & SRS AT U] 46 2

“_‘,%—”O
SR’ 1 EFXE REGEE > RASHECE > Apache 2%, it N\ Apache S & TUH, Ul
Kl 7-73 Fios o
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& 7-73 Apache %

@
o
i

Apache=3

Apachetg=h, OF:3 =

wE FANRRE

$B 2 FE Apache AN “H7 .

o iy [#fiE ) $&H, —IRVERLE Apache B30y “/”, 4 WAF 518 H 15, WA
N R
o Ay [RFAMIRAFEY 24, K ALREF Apache AN “7.

R

7.64 Hip&H

ARG 7 I m, T BLE N Hofh S 8o 5T R B BT E . RG4S
FP K 515 BE S W A2 W1

AR o TP R BRG0P mT DA e 2 ol

ﬂ A% X A SSL AL M Aoik R A3 F — . ZIT2 BB XZ A EFE T SSL
e RpkAoik, & B A SSL A4k 2 5 B B EAE K.,

PR] 1 G T REEHE > RESHRE > MY, dANETEEHE TN, WK 7-74
PR o

K 7-74 b5

HESH
EEER =7 e 2F
®E

R 2 EFE O EE .
S| 3 e (e ) B .
R
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7.7 SSL M@ nix

RGP R ESSE, FTLLT /60 SSL A Inid k. R4y H P ik =15 2

HEZSW A2 YA
ﬂ SSL AL f Hoit o B AL X R AL B —A . £ B SSL AL H ik 2 AT B F B T
TE EHX, BEANEFRLXZEFFG SSL Aok,

BB 1 EFER RGEHE > SSL BAEIE, #EX SSL Ak B H v, Wk 7-75 Frs.

K 7-75 SSL RE{EINE

FREHME  SSUSHIE  RESTAPI

SSLEEHINE @®OFE OxH
WRE

BB 2 EEIFE B, FFE/ICH SSL I N K
S 3 e (e ) Bl R
T

7.8 BRGEHE

RGP I m, TR RGEHEAT — SR M R SR R . RS4RI Y
Kk SEEIES I A2 I

P] 1 LT REEHE > RGEB%, EARGIE4ETE, WA 7-76 K.
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K 7-76 Rzl
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BRI REER, BTOTEERREE, MmEib -
—HE
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B

7.9 REST API

RGP RIS SE, LU RS REST API #HTACE . RG4EH F - ik s
BEEIES W A2 WM.
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