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Windows Server 2008 R2 ({=1-4E1P)

Windows Server 2016 Datacenter

Windows Server 2012 R2 Standard ({=1E-#E47)

Windows server 2012 £idE=( ik R2 64 {31

Windows
Windows server 2012 #xAEER R2 64 {31
Windows server 2016 £dE9 ik 64 {1
Windows server 2019 @B ik 64 {1

1.9 &2

1.9.1 XIHZRFINZ

RIS A R R AT LMRIESL IR R BIR R ST ENERSS, TR, SR XIHEZAX
HRGTHITINE.

IR G ERNREREERS (KMS) IREENR, TREETHEEMNGEHPZ R EIEEMIRE,
TefEE, ZAAFAECRAECHERMEE, Y KMS EiREH eSS NEZREEE R R
AEMNRAFERR, FBECHEBRMHESNZRAPEERT.

NERGINE R ES RS S WINE,


https://www.ctyun.cn/document/10027350/10034814
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1.9.2 (R PRAEE

422 RA
TESRME RS, SURER— I ERBIE. ERTLCERAFINN, oirsEn) IP iz
BN HRSE, FEEARRY IP U MERR FARRILIIIR, (XEBD RIFESIFNIRE, BIRINEE
Liszhlarit.
RN BRE
TRER T, BNEEHIRSZSBMER—MEOAPRE, BOASBRERIHEM IP RS R
RS RS, BOABPRERS BRI,
BEXINRA
RFABPRBAFTFEERINSHTRK, BHAILIEREXSPREFMAN, 79 IP sy MERR FARRS
[ERPR, LABEARRRTHEnSR.
{5 FIRRE!

s AREZWSERMUEARSAILISE 20 MIPRE.

s —MURERSSFAIN 400 AR,

o (FFEIRTEMESRERIINRA.,

BUNRMES B MIURAETE,
1.9.3 BiFEE

RS RRER N MR —TUEERSS, MBI = i ERS R R M EEEN.
BYEENHRFNRERE, SR THEINGRFERERRR. BRESENAT ARG
RELBIRERER, REWVSIEREHT.

KT M HIRSS SHF R, RIS EMNERS, BELnE.


https://www.ctyun.cn/document/10027350/10192622
https://www.ctyun.cn/document/10027350/10192703
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1.10 SHftRSIKFR

S SRS SEM T ARSSHIX R ANE R

i

!

AZl AZ2

(= G (= G
=’ i =’ 0
wazD  wEL S8 WemTH  wEL B

T
]

RS

=R

SRS SR IR IHFAR R T

RSB | EXHIRS SHEIRS ZFERIXHR EESSE
NERGARIRIIER, UERER— VPC T
SR EN/
RSN, YEENSHTERS BTN | SRS
DT
=5,
SRS AT AN AR EEE, TLL
Bew WERF ARSI RANSRMERANEER | B5EEcERES

BHTK,

EMFAEZT VPC Jos@M 4IRS IRES Y.
EUFAER | BREXEENERNEMNSIG, IBFAR | elEXXHRES

ZHhRFENREYE, BCRAFPINETE. HHE



https://www.ctyun.cn/document/10027350/10034809
https://www.ctyun.cn/document/10027350/10229836
https://www.ctyun.cn/document/10027350/10034806
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RBFTEBARER— VPC THRNEHRS, &
PSS AR S AT B XM R SN R ARSS S

BFE—VPCT,

SHEPFE T IRS R, TR R
P EE A i, AR REEEYNRSAIMEER | (R

fr, BIEEHERE. BmRiliESm i .

2 HREAN]
2.1 NI Jiit2

RERBEHIRSIRIURET BRSMREMFE, s LS M EHUR AR =75,
BEESURMSEEFAY. TEBMNUBIEXEGRSE. ERXEHRSRIEIRES AFINHEEX

HIRSHIZANITFRAZ, BIRER TE:

1. BRTERIE, FMRE=, BIEWFRE, BARRESIESTE

2. IRERBAEMVHIRSEHSIMESENEREEIN, SEFESRE. EEihEER, BNREE
BENEEXGE S,

3. I RFEZEERETNSWIEN EFER, BEEREBS NES VGRS,

4. WHRGHEHSTRE, BaANERAEE RIEEZMN, SiEmes. |0PS EiE, el

5, BEESELEEEMNMAE—#EE.

5. BRILASAEEMNER S LRSIRIRENHRARZSEE, BARSERASE NAS


https://www.ctyun.cn/document/10027350/10095554
https://www.ctyun.cn/document/10027350/10034805
https://www.ctyun.cn/document/10027350/10034806
https://www.ctyun.cn/document/10027350/10034807
https://www.ctyun.cn/document/10027350/10192720
https://www.ctyun.cn/document/10027350/10558302
https://www.ctyun.cn/document/10027350/10233879
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HRGZBRNTRE.

6. ERILMGIDA A EE— RS XM R R ERTEE.

2.2 HEFTIE
2.2.1 FMREZWS

RN RS 2R, BFEBELEMREZIFIIKS. AT MBI TS £,
NRECHERBENNKS, TEREERECIEBE GRS,

1. FRXREBERIIFMUG, <& .

&

2. TEEMUE, BIES HRREM | "EREET . FSE" | R ERmGHRR”

E

&, 01 DHRFHREEIGIES, BFRART "RIFREVEERIEE" ZH.

3. iEMEILE, ARERRERNESRNKS, RIARIERES.

4. WMFLRHNLE, BSEZRRS LRI

2.2.2 AMRF(E

o (EFFEMHIRSS ZAEI, BIRIEHFRIKF BT EAIREL.

o XTUTAMFFE, BEELEATLO-IKFRE.,

o EMNHIRSIUTERINE, BEEITEEL

2.2 3 IR ES

BUESEME S ERS H R VPC, IBRFREEARE IR AUEEeIE VPC, BIREIFFIE!

EREIFAE = VPC,



https://www.ctyun.cn/document/10027350/10233879
https://www.ctyun.cn/document/10000036/10000853
https://www.ctyun.cn/document/10000038/10137473
https://www.ctyun.cn/document/10027350/10034800
https://www.ctyun.cn/document/10026755/10028487
https://www.ctyun.cn/document/10026755/10028487
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2.3 SRR
2.3.1 k=

BIESHRSE, JLAMES N TIRSGSSRTERER, SEXHRFNHEFNE. SEXEREZA, 15

AR RARMBEE IR VPC,
2.3.2 piREF M

o CIENMERGZH, IBHIAZIBIHESIE VPC, BINSIEBSECIE VPC, FRIEETAT LS.

o XHRFM=ENMFAETHER VPC, ABefREMKRER, SCHHFAESIAIE.

2.33R(FPR

1. BRXE=ESH0, EEHEAL EmikiEib,
2. IEIR "TEAE> BMSTEBERSS SFS Turbo” , #H SFS Turbo 4R SHZETTE.
3. SiEALEA "GUEE SFS Turbo SLfA”, HNGIEE SR FATAME.

4. RIEFERTEIESH, SRR

e %88
25T XIHFEFERMREMNSE. MIERFIEFEREITEBRIEKAREUE 100 T,

NI EFNREESELRE YD, E— MRS R, S8ESU4RSS. VPC K

st

1R, AR IP. RIEFAHRS,

ERFBRIEWIRE , EAA default, REBEFEEeIZIIEWIRE. FREWIMEERE
x| AT]E!

IRElE AT EWINRER.

ATAKX [E—tusA, EBAOFMMESERIRZAUMIERXE. ERFAHRE— AR BXAIS


https://www.ctyun.cn/document/10026755/10028486

BTR

(e St

TNEEEY

i

1)
B

MISERHS

%A

FHERITAEL

REBNERETR, SHHHFEEXEN, FUES. XHRFREBMRRBEHHF. .
FEER, FRELEEF L. BARBELL SR, 2~255 4.,

3745 SFS Turbo #WEERY, SFS Turbo MEEEYFFPRIEREY, FHMEEEXENFEN G
iR

T AERREERBRAR, LT WRESARRERIE.

SCF CIFS thil. NFS 119, NFS #{N3ZHF Linux, CIFS #iY{XZHF Windows,
E: FRBFEEEEERAR, LATWRELRRERAE.

EEREMUFAE R (VPC), ESRBEHRAEIMMER, RECIZENAER", SIEs
R E R R A B =,

iE XHRFMSITERSRE— VPC, ZHeEEI.

500GB 22>, #1K 1GB, BUARMHRRZRASHF 32T, OIiRR LHEREEATE,
A 320TB,

T REMTRNAGRRRIE TG E B 2%/ it 28, NRIRhREREITHE,
FHEEEPFFIAITEE.

MISERHS: AT 1 NF-3 &,

BT, REEMBELT, RAWX: BaEa]Em 1 A, REWL: Bahsk
ITEHAA 1 4,

FE—ITREZEREREXHRANEE, SRR,

RIS SEBIRY, REGEMERIRRRIEIEFRSERHI TS . HIaNEER


https://www.ctyun.cn/document/10027350/10034829
https://www.ctyun.cn/document/10027350/10034829

o 15288

2 BF, BFRF“sfs-36d8-001. sfs-36d8-002",

O RITESFFINEINEE. FRINFNREILEEN, REUARHEN, JllsE &

ERRYIER" HEANZRREEEEHR. AKX,

KMS 0%
it TEENCEXMRFNINERENE, BEIEXHRARIBHER, SNFEEHE
B ERSE.

5. EESRE, mdE T2, HAWIRE, WEBXIISEE, FIEAE B SHIRSY.

6. HOATIR, Wik "BREFREHRESMEXMY", BE "YWL, 8F/8RETmd, &
SERGR IS (AR RIMSE,
7. R[] SFS Turbo =&, FRANURFIIREEN "R, REXERFCIEMD.

2.4 EFXHRS

YHEGEIREE, BREERISHRRR VPCFRNTH=EN, fUTEE®GS, BXURAER

B, NI, SERISZHREE.
2.4.1 1F{FRIZHN

«  WESTIR(FRGFRE, SEISAURERS, T NFS GBI HRE, FERFRAR

zEt NFS ZFiRAYds GTRECZN
«  BEEBIEMHRFLA, TR AIFIBERORENEI SR FATERREE,
-  RIEERERESREE, EEREESMXEESRERN VPC 8 VPC RFMERINITEIRSHI TSR,

N=FEH.


https://www.ctyun.cn/portal/protocol/10403431
https://www.ctyun.cn/document/10027350/10038010
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5¢8B :
HISEER IPV6 MEIHANA RS, =EHEM-EZA IPV6, 3735 IPV6 EIRPIES N~ meE ]

HEE,

2.4.2 #3% NFS XHRFIBREREM (Linux)

M=

SUENHRGE, EREERZENRERZUEGRSE, UL N mENHEERERSIE
AY,

HEIE

1. EEERENRERREIFAE R VPC, BEMRELBRENEIEEIFAE S VPC,

2. BolEiz VPC THEEM=EN, BERRS Linux, HIRLL Cent0S7.6 AfliER. EMNEEL

BRESNEET -G R T,

3. BeU#iz VPC THIMMRS, MHRFAIMEEEA NFS, BINREPRESNBIE RS,

1. BRRERESSO, ek Ak,
2. EFE "UESEEREN", HENEMERENNE, HERMSHTERRENTE.

3. LAroot BFERIZEMUTEN. BRLESFEFR Linw GEER - SBEREN-REANTT,

4. PUTUTHLERZZENEE%E NFS BRE, SiIRBRERRER, FITH 5 SHITRE.
rpm -qga | grep nfs-utils

5. &% NFS BEF i, REIHIEARBERFHITISAE,

o CentOS &%, ITLA TS

yum -y install nfs-utils


https://www.ctyun.cn/document/10027350/10693922
https://www.ctyun.cn/document/10027350/10693922
https://www.ctyun.cn/document/10026755/10028487
https://www.ctyun.cn/document/10026730/10028702
https://www.ctyun.cn/document/10027350/10034806
https://www.ctyun.cn/document/10026730/10028703
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o Ubuntu &%, HUTIAT®HS:

sudo apt-get install nfs-common

6. FUTUI T a<SEUEAMIERERZ, FIg0 “/mnt/sfs”

mkdir /mnt/sfs
7. BT T SHEEHEESR.

mount -t nfs -o vers=3, proto=tcp,async,nolock,noatime, nodiratime,
noresvport ,wsize=1048576,rsize=1048576,timeo=600 &t AR

FE:

A3ZFFE root RAFHEEESUG RS,

TEET SRR
24 %88
vers MR FhRA, 7Tk 3 8 4. HEERUE: 3.
proto EFimmRS S REEmEREROMY, BJLA UDP 8¢# TCP, #EFi%#EE TCP,
async sync AREBEN, FEENXHRIEIEIIBIENIRS U, async AREBN,

RTRBEIERENET, BENRSHR.
REZBNER NFS [RSBB[UIEENEIRERINRS nfE, FHLUREIRNTD, B

RS, EIMEYE: async,

nolock R GER NLM MYERRSS RS, ZidkE nolock &Ry, AMER NLM
B, MOERNESIRLT, GANBR, Bft=PimAZRsm. WNRAMFE
ZEFimERHMENE—HRIZR, EINEUE nolock LERENVEFRIMRE. 04N

tb2#, WEKMAA lock,

noatime NRAFBRICRUGRIAHIARIE, AJLIREZSE. BRsmZhniany, (Za50nang

[T SRATFFH.
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nodiratime INRAFRICRERANLEEE, JLUREIZSE, BRMEOHIRN, (5058

[T RATFFEH.

noresvport MZSEPRRT BatIiRim O, (RIEMSIER. FaTESFNBaHERITISEMINALS L.

wsize BRARSB/EANNEHNRRFEDE. LR NTFaFTIE. wsize K2
1024 {SERVIEEEEL, /INF 1024 BYBE@hiRA 4096, KF 1048576 BFERNKN
1048576, EMARTIRSZESFIZFimHTihEEIRE.

FEIVEVE: H&K{E 1048576,

rsize BRARSEEENHRAF . ChREENTHETIE, rsize BRE
1024 {SEBVIEEEEL, /\F 1024 BTEENZA 4096, KXF 1048576 BTERNRH
1048576, ENARY, IRSBESHOEFImHTINERIRE.

FIVEUE: & K{E 1048576,

timeo NFS ZFimEEEKRIRYSFAIE(BRALN 0.1 7). ZiE: 600,

EHteit FHAIUHE ARG BIGREL, XA RFEFBIULE Linux ZEHLAIE (IPv4)
tbtit RS HIRDAT,

ZiS:chis:rEs AR EATENLATEREXGRENAIREZR, i L—2 eI/

“/mnt/sfs” .

8. BEHSEMEEA If -h EEEHIER.

Size Used Avail Use% Mounted on
1.96 0 1.96 0% /dev

1.96 0 1.96 0% /dev/shm
1.96 41M 1.8G
1.96 0 1.9G

% /run
% /sys/fs/cgroup

376M 0 376M
& 0 1:/mnt/sfs_cap/520198cdel1cc09210d31916F1b7256e_8kqtrvn7y8mmjvob 500G 221M 500G
406 4.16 366 1

% /run/user/0
% /mnt/localpath
% /var/lib/docker/overlay2/1448

3

o
406 4.16 366 11% /

Q

1k

1

1felf50be3fbalc077badafl4865c9e313ba765c93cc234c3ba7c47aa3da/merged

HEXIRE

NEREESNHRANTNERRE, EEEREX, JUERTIIRESESNHTESESR. B
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RSB IERSEESE (Linux),

2.4.3 #3 CIFS XHRFFLEREN (Windows)

BMEn=

CIFS BN HRFASTIHER Linux BMFRFRITENH THE. XL Windows Sever 2012 R
R PR GEABIT CIFS SSEURIN R FeRIER:. EtRABSELUTEELR, RIESCIRF Tt
1TECE.

ARSI

1. EEERENEERREIFAE R VPC, BEMRELBRENEIEEIFAE = VPC,

2. BeIEiz VPC THIREMREN, BIER%K I Windows sever 2012 tnEhR, ENEESEESN

ellfE i e e ]

3. EelEix VPC TREEMNHIRSS, HRGAINMNYSEEDS CIFS, BINEELPRENEIEN AR
4.

BMELER

1. BRXEREHHBO. %ﬁ%ﬁ?ﬁ%ﬂé&tﬁﬁ’ﬂo, ri =N

2. EfFE "UESEEREN", HENEMERENNE, HEENSHTESR PR ENRRET.

3. Rl "TEER" EREEEHISIRMAY VNCGUEEER Windows 3R,

4. BERMEA ME Windows &5, ERXGHEMN, ARBE "XEHEMK>RGINSBIKaIE".
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MBS TERELSEZEE)

wEG)

JRER)

BASTRIEEIRR(N)
EFFSREERENERAIEIEY)
WEEMD)

5. ERHENOS, RE "R BFFEREER (BIEXHRFETEIERER), MRS
A EGRIERGSBUE, AJEXHRFRIFEIGAR. ik "ERNENER" IEsTIERRE
BN RS, RETERBETTN.

@ TSR ENER

ERRET AT

EEHEERAES | LR

BHBOD): |Z v
TEE(O): |fa40653654d982&f&1665793_rwrstjvcp327uop4 v| HES(B)...

IR Whserverishare
EENEFEER

[ #RE a0
ST T R A,

| =m® || =& |

6. BAE=EA A Windows %, B "XEHEIN" , ENSMUELBHREESRISUGRS,

LERTIEAT LM ER—ARAISUG R FE— Rt TR, 1EURRSE, MG R CRIH RS,



=74 =B v 0

1 [r,r- » Z&.. » f3a17bcffad0a53654d982e... v c,‘ [ BE"13a17bcHad0a53654d... O ]

-

o b= £ EHEER =5

i BHERE,
W =T

W zaEE

B WA

= BEE

El 0rs

BT

B =5

=8

e TS (C)

G# f3a17bcffad0a536!

5 | RTF 30
G Pz AR
Flzipped) T3

2.5 fpEIsIEEE

RS RRER N AME RN — TR, BT = RS R RS ERE N,
BYEENHRSRESE, SR THEIINARGIERBER. B iRESEMNAT LAY
RELHISERR, RESIEREHIT.

WU HIRSTEE, BaEATRERN, THAE. S5 :

1l v}

b U

. EELEE
. CUEEEEHI
. AR

o Thl—: EEFEFRAREE



https://www.ctyun.cn/document/10027350/10192705
https://www.ctyun.cn/document/10027350/10192708
https://www.ctyun.cn/document/10027350/10192720
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3 HFiEE
3.1 E&nia
3.1.1 (RN NSRS

RMEIH=

HUENHRRE, BREERAENRERZXXEHRES, USSP aENHE=EAGRANE
A9,

EEEHIR

«  cENFEESXHRAEE— VPC,

*  NFS{XXRHEHE Linux =EA, CIFS (XXFRHEEZE Windows ==,

*  FERRHNESBERAR, LATWRESLRRERIE,

«  BEHAIRRESTIRMFRARE, FREBMFRAESNURFENTEAE.
EEEHIR

i5EEEELIE

¥R NFS XHRFIRLEZEMN (Linux)

R EL RS N R NFS S RFEEBMRFA(Linux),

¥ES CIFS XHFRFZBEMEREM  (Windows)

R PP RS TR CIFS MU RFEREER T (Windows),

3.1.2 (EFRMIENERSUS R R

BMEn=
VRS, FEETEEGREARSILI, T REESE.


https://www.ctyun.cn/document/10027350/10034805
https://www.ctyun.cn/document/10027350/10034809
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LYRSRH
o (XSZFFiEH SFS MM RFHMRER, FIFEEER SFS FER.
o MIENSMMHRFMABERD VPC,

o BrHXES BRI FYIET IR RS,

FiFithEs &kt L

S IR W= 6. Fg7 30 BANGRSEXT Linux §1 Windows 12/ER

%553 B A ME—RIIE ERSbIL,

BRELR

SER—: SIEMEN

1. BERXEZ=, #AEEEHE, EEEEH T LAk,

2. BEF "HESYIENRS" | EANPENESES, BEALEA "QREIEN

3. ERIENEH TRXSERIEE, EfcENMNENZEEETEIIT:

- L

3 1P VB BT

e EE VERIZERIRR

HEIEE HEIERNRAR 100 Mbps

4. KB, B "WAKRE".

5. EHAMSIE, BILUEENESIFEARRHIE. MREHWAMEEIR, Dikimy, BE "SZAD
6. i "MBENZT" BT, SRETHEIAT EIBYBENL. SIEMAIHE, LR EH S E

ERFhelEaIEL.
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SR SIEHRR

1. EREEHFORT ZE> 84 SU4IRSS SFS Turbo” | BaEA B "Bl SFS Turbo SLfI”
NI SALT AR

2. RIEFRHIRTEESH, BEEUEIRS.

3. CERINE, FAIEEHEREEENNAINHERSE. B "NHRFERWR, HAFRBR, BEX
HRFEEKNEE.

SR=: HHXHRER

1. Llroot BREFYIEN, BIMEESEEZR linux ¥EL.

2. FUTUUAT S EIZMIENEARSS%E NFS BFin, GiIRBRAIRER, HUTH 3 LT,
rpm -qga | grep nfs-utils

%% NFS B, REIGEEARBERGHIITISAE.

w

CentOS, CTyunOS &%, HUTUAT®HS:

yum -y install nfs-utils

Ubuntu &%, BT TS

sudo apt-get install nfs-common

4. FUTIN T an<T BIEBASHEERERIZ, a0 “/mnt/sfs”

mkdir /mnt/sfs

5. HHMNMHRE.
£ mount apSEERCUGRSE, #EF NFS v3 ISGEREWREEN L (vers=3), HEROEIIEXH

RYTFIBIURE, A5 4 ShElEAVRRE.

mount -t nfs -o vers=3, proto=tcp,async,nolock,noatime,nodiratime,
noresvport,wsize=1048576,rsize=1048576,timeo=600 E&ithir AHERR

6. HEHZEHIT df -h e SEBVIENAERIER, 7IRESNECHERRIGRS.


https://www.ctyun.cn/document/10027350/10034806
https://www.ctyun.cn/document/10000018/10028225
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3.1.3 (ERABERNHEHRR
3.1.3.1 i@ CSI i3 CCSE AR EHXB RGN HIRS(EHEEE

Eiliis=

=Eae5|%E (B#R CCSE) RHBSERY RERY. SM%6ERY Kubernetes 8%, —UhT\B=8IRSS, KIGE

BRAER (ERERARLE) NE, HESTHRE. b, BE. il KE/EER. &M

SRMESRER. SR, SRR, BRI SEEE], FBEE REMTEIE TA R M RN,

KX EIMEEE CSI 479 CCSE BRtERRERREHIRSENETEE.

EEEHIN

«  CCSE 5|28 I R AR CStor-CSI @4, CStor-CS| BRI AR5 IE TR B
TR TECE.,

o oA | EMEE N RGETE— VPCHIFR T,

SB—: SIE=AER5I%E CCSE

MREZEMEIE—N=ERS512 CCSE, HAPBRESN 58852 CCSE-TTWEET,

S . T cstor-csi iHfY

1. HANMSERY CCSE &£8F, & "t >amig” ukiE “cstor-csi” fEFHITRE.

e

CCSE

wouh | anew | cewin | e | ek | e
€3 cese-backup O cose-monitor

: ©

8
3
&


https://www.ctyun.cn/document/10083472/10087016
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2. REMFERME yaml XHPEANBFRREZRD AK, SKIER, HREREE[Y "<& &iH:

ST

THEE  Container Storage Interface (CSI) driver, provisioner, snapshotter, and attacher for CStor

TR

TRUEPFRMUAAREST AK/SK, BANXREZRIIF "BF>&R£IRE>RF AccessKey” HEE.
SR=: Bt atlEEEHRRENHFRE

1. BEIAWGSCRY CCSE &8, mth "FiE>FFAGHIA> g &, &5k, B "HE" &l

PAFA S BARIEIR.

BRRFEASEA

2. TEFMERET, IFEESH, HoSEUNERR:

28 1588 NEs%

HABHEPER, &I 100 NFRF, H
B pv-test
INEFE, HFR"-"HA,
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BFaERRER T,

cstor-csi-nas-
StorageClass &R | IFEEEIXINAY StorageClass BFR.
performance-sc

5E FHEEHITE, FEAT 500GB, 512GB
BRI MHRFEERIRE, MHRGR
g HEEIES. SRS, SHRE. | BES

3. REEEFER, FAGHRERASN "BlES" B BT |, eI RSNI.

aBER

SEN: BeZMSRASEREIER

1. EHEREHETERERR, AEE $EE" SR, &R "NINEES" A EREGRE

"EREE PVC" {FAHIES, SRERZEZRIEIEFAL "pv-test”

© Zhi Deployment
- D’gploymem “FR

HiEE (tiH)

BER Ll

2. EWSIMTEN CSI#EHA CCSE B RB R XHIRSZENEIES.
K3

cstor-csi F4SFHERRE XA EISFESIENSERS, B iEIa=rEEl



O X8

FKF, LSEHEIRSANER, BERSIEEAFME (CT-SFS) -maas5|%-AFisr.

3.1 AFNBhHEZEHRS (Linux)

BMEn=
FERBEBRXURFANZENERSE, EREEERR, JUMERENREESHTEIHER.
HEIE

BB, AT RGRIER, BIRRESRS LR NFS AR FEEEEZENL (Linux),

TR ERFINRELEAR, BRESNRERASEIUTSBHITIRE.
CentOS & CTyunOS &%

1. Llroot BFER=EN. BRERFESESS Linw GRER TN -SEER TN -RIENT,

2. 4T " vi/etc/rc.d/rclocal " 4REE rclocal 3, FEMMREFISERER, HEHMITEG
RFFIEIURIN. BCETAE, BE "Esc” #, FHEA \WQq, ;RESUFHFEEH. EEFAIT:
sleep 10s && sudo mount -t nfs -o vers=3, proto=tcp,async,nolock,noatime,
nodiratime, noresvport ,wsize=1048576,rsize=1048576,timeo=600 &bt AHhERZ

3. #f7 "chmod +x /etc/rc.d/rc.local ”

4. TR EARER, S=ENERR, RRASEFR 10s FEIMHER.

Ubuntu &%

1. LAroot AFERZ=EN, Fa#EN rc-local iRSS.
sudo cp /usr/lib/systemd/system/rc-local.service /etc/systemd/system/

2. fE rc-local.service FIEANMKERIN, FHIEEBEE. FIF3X4 sudo vi /lib/systemd/system/rc-

local.service, EINMITAHAES:
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[Install]
WantedBy=multi-user.target
Alias=rc-local.service
3. fErclocal FREBBIMERIES. 17 sudo vi /etc/rclocal FTHM, FEXHRINLATHE.
BITANHRESEH DS, EEHIEHRFFEIURE, EXHRFFEIUSEERbI
REEHRIE, NEREERATEN ERTHESEHRGIAIIEE, F80 “/mnt/sfs”
#!/bin/bash
mount -t nfs -o
vers=3,proto=tcp,async,nolock,noatime,nodiratime,noresvport,wsize=1048576,rsize=1
048576,timeo=600 #EEkithhit AitEEEEE
4. RETPRMANER.
sudo chmod +x /etc/rc.local
sudo systemctl start rc-local
sudo systemctl status rc-local
sudo systemctl enable rc-local

IREMIEAITE:

root@pn -~# systemctl start rc-local

root@pr :~# systemctl status rc-local

® rc-local.service - /etc/rc.local Compatibility
Loaded: loaded (/etc/systemd/system/rc-local.service; enabled-runtime; ven'
Drop-In: /usr/lib/systemd/system/rc-local.service.d

L debian.conf
Active: active (exited) since Fri 2024-08-16 15:42:28 CST; 20s ago
Docs: man:systemd-rc-local-generator (8)
Process: 5541 ExecStart=/etc/rc.local start (code=exited, status=0/SUCCESS)
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35 HENERFABR

$#{'FisER

ST BTEREAXERSE, LT,

HETE

SR ENCERS RS, BN FENEESUI RS,

EH R G RIEE N SE R EH R IE LIRS BER.

Linux EREHFZTTE

1.

2.

3.

ERREREHL, EEHaE LAk,

R THESEEREN, ENEERENRE, RERMSHRITERRENTEN.

LA root BRPESSEMRFEN. HUTHO T eSS, HEERER.
umount IR

AHERIZ: ZIRS=R CRATHENERFNAMEEE, 0 “/mnt/sfs”

Windows ZRFEE;E

1.

2.

ERREREHIPD, EEHax DAk,

EE UESEBEEREN, HENEERENNE, HEES TSR PR ERRET.

R "ITEER", FAEEEHERMI VNC SRITEER Windows MR T,
BEREEA A Windows 1%, BEXEEIK, ENENEL, ARATEIHAIGRS, it

7 W


https://www.ctyun.cn/document/10027350/10034807

210 =] — e [ To |
i =t =E == [}
= T mEEE ¢ =

R
o =
TE
o EE l%
L MEEENnE
| D =
B emsls -
o 117 (@)
B = .
- i = SO
e gy EELHANEV)
: « RAEHIENEE (2) EEE TR REC)
s T y TERE () S
b =5 , I Sy
n S e ETPT T =HO)
£ a0 P ()
o f3a17beffad0a526: ““l/ CD 223088 (D) SIERHDEIS)
A = EaEE(M)
2 [EEATE (1
S R (1) IR
§ f3a1Tbeffad0a53654d Obeere o
Sy 793 _rwrstivepe2Tuope (100w,
]
oAMEE  #EEE h

5. AMBNE FEERNNARFEAMFERNIRRENEATL.

3.2 #RIFE
3.2.1 IERBE =R PEEE B RN HIRSS

RRz=

TER=Nn] BEEAREIERNAR, NMRBESHREIREREBEMENARSS, SERERNS
%, BRAREHEEFR=NE] BLRNSIETEHEIA, BFNSEIE LERMEGRSS, BN
ERINGES, BRFERE. RIEFTE

RHEFEEE— R ENEOHER N ARG EAEIRERNTE TR, KRBT TETR
HIRERB MRS, TR TEAILUERR SFTP %, (NEGHRES, aEiENE=A=
IR, FBHIERBE SFS,

TRNE

ASLEELA FileZilla /9 SFTP ZEFImtE/AES R,

FBIR 7] MRS

SFTP =R | ISRSERERFETE, BEEF | - PEXHFE—RMELE




& 785

ERERE Z= NFS XH&R%R
- & NFS XHZRFRRIEE

TEEIAHE

o BE—NFS GRS, BSUHAXHRASTES TIHIRIEUESE. BIER
MISCIEMESZ RS, UFEHT.
o BE—A5XHRFER— VPC ML TR Linux EMERIN, HETFEUGEIERE S
MRENAWEE, FFEE/RER T ECERE IP.
HELE
o THZEIHBEFmIE, RIENEREREZRA,

o NHERFNRBEGENBERMRS, MRELIRRKEEEENE, BINSMESEIEM

7. \éﬁo

o NRBELES, FELEHERTIUFNIERERSIEIRERE UG IRSHIPEET

M=, ENEENT:
548 :
o NEREFPMEFENUIENEUETBR "hitut” |, MAERTSERRER, ATERA, EGTWiRE(d

ZROPHEREMANE 1P TR, T ZRIRAS IR T2,

® SHREHENZENIRERERER, BNNEREKS, BRIEREIEELEE, BINTRERER

SR GERERNE, F RS,
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St

SEfE IP

P bz

x50

BMELER

ERE. SBRIZENIIRBERIR, Fl0 4C8G RIEHIER

AT 101G BIEBIER, HRIESLIRIBEERIA

CentOS 7.6

B E

IPv4

T}

SM, EHERNTRIEERKRR, Fia0 10M RIERBEEAT SM RY

TR, RIESEPRIES R

=8> 37 EPEIEE

BR=SEETREREERST U AN RRER: BE=REHERTRES > EHHRR >

FituZeE SFTP ERIRH SR EXHRARBEERENBUEER > TSP EIRIBEMEHRSR .

BNEEERINT

1. BE=SHETHENEER,

2. BEMNHRFIESEITEN . BXERFIHEEZE Linux =FHF “/mnt/localpath” BRTF,

BIMRMERSE R NFS URFR SR FH (Linux).

3. HRERFHI SFTP ZFin SHEHGME XM R SRR R N LER.

1) iETEFRIE, ARALLBATI. BFRE. BEfik0, SEHRIAITER. kKETHE,


https://www.ctyun.cn/document/10027350/10034809

& 5w

K0 FED BEQ (0D BEED O HE)
E-EN ROk KL IFAs

s ] mesw] | ;| | woe:[ || (b0 | -
2% 5B
EM SRR FAAIAM IP, BOEME IP, f5Ign: 49.7.182.110

MR ENAIAPE, FIa0 root (EE: EEFIEENLEEN

BFP#&

BFEEIES AR FZBRAIIR)
A st AP EREERD, %0 root FAFPEFRERD
i | SFTPi%OS, BliAA 22

2) ByviEEE, TAAMAEIREENER, ANXESETRRSmEERENNERSE, KR

BRI REREER T XEHRFAMEER  (FI80/mnt/localpath),



& 5w

sftp://root@1 FileZilla -
MIHE) HEEE) BFEV F80) RSB|O) BEE) EEH) !
T:.;.t' é'*:\eilﬁﬁzx:«ifl“db [
|ZEHUH): | sftp//1 2| BPEWUY |root | EHBW): eessssee | woe: | ] -
R R /mnt/localpath’ B RFIE... Al
k& Listing directory /mnt/localpath
e ZUH"/mnt/localpath' BB R vi,
Atbhs: [C:\Users\Administrator\‘obs‘browser-plus\database\ v ﬁ@aﬁ:llmnt/localpath I vi
database A ? fome A
& . .PyCharmCE2019.1 ?lib
_J 3D Objects ? lib64 I
#  AppData ? media [
Application Data =] mnt
& ccnet < Ea localpath <
R »

g K. AR BN Xfg XA {5, B SR RE&..

* data.db 24,576 DataBase.. 2023/3/6 .. db X{$FE  2023/7/.. drwxr.. 102103
Dirtest Xtz 2023/7/.. drwxr.. rootro.. !
logs X4 2023/7/.. drwxr... root ro..
seafile Xz 2023/7/.. drwxr... rootro..

“| data.db 24576 Data.. 2023/7/.. -rw-r-.. rootro...
1A, KNS 24,576 15 1A T4 N BR, ANEiT: 24,576 F15

BRSS28/A M3 BE sy K .. RE

| BURABORH | (SRR DRSS |
[ pa = o |

TR, EEMXEEEIRNEEEBR EREAR, AaRt "£E" BRIt
=,

sftp://root@1 - FileZilla O |
MHE) WEED EEN) EH0) RSEG) BE(B) HEnH) |
BT RORO XL TA M |
EH): [stp// - B BREU: _ EBW): [ eevsesse | EHOE) | [(mEmQ | -
$a AU /mnt/localpath B F7%.., A |
it Listing directory /mnt/localpath
s FIH/mnt/localpath" B RAEh v
A ‘C:\Users\Adrninistrator\P‘\ctures\Saved Pictures\ v |2 |.u’rnnt.flocalpath v
[ @ OneDrive ~ ? home ~l
== Pictures ? lib
Camera Roll ? lib64
Saved Pictures ? media
BiREE -0 mnt
PrintHood o #-  localpath v
T Pk Pt o I
s S R Bifies HE M. . miEX BUR FaE..
., desktop.ini 190 AIERE 2020/12/2... db S 2023/7/.. drwxr.. 102103
|& 008i3skNgy1.. 5087,.. GIF 3{t 2021/12/8... | Dirtest Mk 2023/7/.. drwxr.. rootro..
logs WHgE  2023/7/.. drwxr.. rootro..
seafile ot 2023/7/.. drwxr.. rootro..
Ill 008i3skNgy... 5,087.. GIF 3. 2023/7/.. -rw-r-.. root ro.l
%] data.db 24,576 Data.. 2023/7/.. -rw-r-.. rootro..
BEET 13, ANEd: 5,087,505 F 2 A3 4 A BR, AvhEit 5,112,081 FH
B8/ ATt Tl ARSI Fo 5. HEHE &
B sftp://root@11...
Ch\Users\Admi... -->> /mnt/localpath/0  5,087,... FE  2023/7/2110:.. W

| BUBARIST maaemi | EREhASIEN (1)

DO B = I r®
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3.2.2 XHRFEZARIIES
3.2.2.1 A%SARFFHEXHRFZERITE

RIFBin=
AEATRKSARRFEX ARG BREETR. fINIEFERBIS A SiTHE B 5RIR

i, LURSIEIAREER, AR 5 BiFEA LR 7 SR Linux =EATE R, I=REUR(FES.

o BB NFS X ABEE SRS,

o HEF—ESRXHRFER— VPC ME R ETN—ESBIRXERFER— VPC ML
THEREZEN, FAXAERIERENEERE IP, LSLHETAMEETR. R RIRE
B RGE BUF IR RGN B SUG R SGE, IFX RGeS S EURRIIFEN MRS, BirX
HRGTERISIRN ERRIF SRS,

HELE

o JtHm 5 R LR 7 RIKESBIEIZE— N EHRFN—a =TI, BINEESSELIEY

MRS slEetERF.

® BARRFKEFRIGRFED HIERENEIR BRI L, BNREESEES NFS X

HRFRHEMEREN (Linux),

BMEL TR
AEFFEENANEEXNHRFZBANEEETETUS AN RELER: EEXERR >TRIE

TR>FFEE> TBIRSMRF>THEREE . BINRESRUT!
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1. BANERHNEENHRRSHEREINNZEN
BXHRGESRECENH, XBRELE 7 ARXUGRE, BEESIFE—SRtEE=ERY
“/mnt/localpath/ "BR L, 1tm 5 ABFRHRS, REFEBEEESEE—SREAGEESETN

“/mnt/localpath/ "B L.

2. BEIFHBIR

PATUAT SR rsync S LE:

yum install -y rsync

3. EFEHR

PUTLATESS, B8 7 BEMHRFFIEIEEREALRE 5

rsync -avP /mnt/localpath/ root@IP:/mnt/localpath/

/mnt/localpath/ root@ :/mnt/localpath/

FATERTLARIAR rsync FAFE IR, BTHKAERE, 81 ssh SRR EIERBAER, Bt

EFRTBEESIEFEERSKBNER, XER(IEELFTELE ssh HUT rsync REBX



& w1z

4, ELE 7 PR ENEHIT ssh-keygen ss$ERESE, ZfG(EMA ssh-copy-id BFNHE

MZEJLE 5 AR FEN, HITATHS:

ssh-keygenssh-copy-id -i ~/.ssh/id_rsa.pub IP![]()

PATUATaS, SERFAREIETZ:
threads=<4&f281&E>;
src= <JREEIZ/>;
dest= < BHRE&IE/>;
rsync -av -f"+ */" -f"- *" $src $dest && (cd $src && find . -type f | xargs -n1 -

P$threads -1% rsync -av % $dest/% )

4. ISR
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AT TS, CHUESHUERITR:

rsync -avP --delete /mnt/localpath/ root@IP:/mnt/localpath/

5. MAEFBER

EREiETRE, PUTIATES:

rsync -rvn /mnt/localpath/ root@IP:/mnt/localpath/

(DRY :."1;;';

WMRFXHREASBIRGRFEIE—N, WNEREEER, FEAESH SRR,
3.2.2.2 & rsync TEIFHE NFS XHRS%

RRiE=

RIGERTEMHE— VPC FRINERFZ [ERVEETR.

EREM NFS thilXERSE, ARES—E5RXERFER— VPC M TRBEEREN. B
NHRGEDINENRE RGBT MRS, RXARGESUSERENFEG RS, B3GR
SRR N ERRYET S RS,

HETE

o IMREREMWKS, HTHIZIANE, BINREESE IMAELRIKS,

o TRAAREMNNME, HEWEHPL, BARBREESEXER-=HP0,

o SRR XHRGIN—EEMEZEN, BNRPESE MRS, Bl ER T,
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& w1z

o HEENHRFEERMUEZTN, BINBMESSEEARETTIIESSUI RS,

RELR

AN R S BNEETIBIUD AN RELER: EENHRR > TS FEHE> TBRInSRiE>
FBMA . BINEELRIT:

1. B R FHEREI =T

BXHREFEHEZTNNF, ATHEXS, FEXHRGERE] “/mnt/src/ "BRE, BIRXXHRS
F8EF “/mnt/dst/ "B/ L.

2. TEIHIHR

PUTIA TS SLETBITE rsync #1 tmux, rsync REHITER, tmux EFBEBIEEHENTE.

sudo yum install -y rsync tmux

00:00

3. TRFELE

HRPUTLA TSRS, KBENGRATHNFERIERL B GR ST,

tmux

sudo rsync -avP /mnt/src/ /mnt/dst/

[root@n 1# rsync -avP /mnt/src/ /mnt/dst/
sending incremental file list
v
file_testl
104,857,600 100% 211.80MB/s 0:00:00 (xfr#l, to-chk=0/3)

sent 104,883,349 bytes received 38 bytes 41,953,354.80 bytes/sec
total size is 1,153,433,600 speedup is 11.00
[root@ J1#

TR LAFIR rsync HAEIITREIE, v


https://www.ctyun.cn/document/10027350/10200681

& w1z

threads=<ZE8=>;

src=<JRERIZ/>;

dest=<B#RIE=ZE/>;

rsync -av -f"+ */" -f"- *" $src $dest && (cd $src && find . -type f | xargs -n1 -P$threads -1% rsync -av % $dest/% )

[rootE ant]# threads=2;

[root@: mnt]# src=/mnt/src/;

[root@: mnt]# dest=/mnt/dst/;

[root@ mnt]#

[root@ mnt]# rsync -av -f"+ */" -f"- *" gsrc $dest && (cd $src && find . -type f | xargs -nl -P$threads -I% rs
ync -av % $dest/% )

sending incremental file list

./

sent 61 bytes received 19 bytes 160.00 bytes/sec
‘total size is 0 speedup is 0.00

|sending incremental file list

sending incremental file list

|messages

sfs.log

sent 6,573 bytes received 35 bytes 4,405.33 bytes/sec
total size is 6,480 speedup is 0.98

sending incremental file list

file_test

|sent 47,385 bytes received 35 bytes 31,613.33 bytes/sec
total size is 47,288 speedup is 1.00

sent 20,976,728 bytes received 35 bytes 41,953,526.00 bytes/sec
total size is 20,971,520 speedup is 1.00

WiRA :
rsync ipSHRRYRISIRERNHERIAL /", BNELSREUERE A REITE.
IR EEE
EFEREIREREF, IRFEXURFEHRECZENLETHOWSNEEN, BBAEFELETR
ERiE, PHTIEEEUERL.
a) FILWSNA: ATERAMEHEIEEN, FTERERSTIBEEIEZR, ARE=EIE iR LE
IEERIR R GRS R A,
TE:
«  BEFREILSNAERRE, BARFIMRRX ARG TR, BNE T —SRIEREEER.
o EEEEBRSRIEHAENRIE, AR fuser -mv< dir >@HSHERES NFS S RFHHHTE

b) HT rsyncap<, BEFEHIEIRTIRERIEERIERS R BIn X HRS.

rsync -avP --delete /mnt/src/ /mnt/dst/
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[root@....C. ...c]# rsync -avrP --delete /mnt/src/ /mnt/dst/
sending incremental file list

I
file_test_new
20,971,520 100% 161.04MB/s 0:00:00 (xfr#l, to-chk=2/5)

sent 20,976,840 bytes received 38 bytes 41,953,756.00 bytes/sec
total size is 41,996,808 speedup is 2.00
[root@r * & 1#
[root@r 1# 1s /mnt/dst/
file_test | file_test_new | messages sfs.log
I00 t QN #

5. IGEITREER

EiEseafE, T TS, RERNGRRSBRXERARE—E

rsync -rvn /mnt/src/ /mnt/dst/

RMELIE—E, MXBRUATER, FEAESEHAUHER.

[root@n :1# rsync -rvn /mnt/src/ /mnt/dst/
sending incremental file list

sent 136 bytes received 12 bytes 296.00 bytes/sec
total size is 41,996,808 speedup is 283,762.22 (DRY RUN)
[root@_ " 1#

6. RN AEF MRS

EHIETR e, MREFEGFEERS LR STIREI B UGR S, BFXEGRREL, 15
ERTE = ENEFin CEEIE GRS, REERFTARGEERSERN=EL
a) AW SHERNTENFHIT df-h, BEFREHEFEBRAERIRE, SERBBESEES NFS

M EFGE .

b) HRIELIRSSIEIRGER I AEILESG R S LAV SHE.
C) HT umount AR EEFENIERFTE R,

d) HEFXHRFRSE 1) PERIAERRRR, ERAASE AT ERCUT RS,

e) EEIAAGRSRIMLSS, EWAESIEE.

171
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AELEPRIZENEAERTRR “hetuh”, TIFRT I SSSEhRER. SEERMTIRN BRI

HRGTRE, MGG RFERE LR SERNEENS.
3.2.2.3 {#A Robocopy TEBiF#% CIFS XHZRH

RIRA=

RIERTREMHE— VPC FEMERGZERIEIEITR. Robocopy 2 Windows REEEHHIER
Shlae<, ZIETLEIEAN SR HRNREE AT ARSI HIAFENEEXHE, [
RHERIHEMREBRTEERHER, AR, HEdE.

AR

EREMA CIFS OGRS, FARES—ESEXUHRFEAER— VPC A THI Windows 3#M4=
F. MPIXERFEDBWERFEXERFMBRXGRSE, FXGRFEESWSEIENIASXE RS,
Birs 4 R FEERMHR N E R S R,

HEIE

1. EMREBEZENKS, HEMIZINE, BEMREESE IMAELRIKS,

2. BRRXBZEMNNE, HIEEHHBL, BNRMAESERER-EHH0.

3. PHBIE—NXERGH—ERE TN, BARREESE ORISR, el R,

4. ERNHRFERERTN, BRREESEEREER TSRS,

BMELER

N CIFS R G [BRVEHRER LD AL RELER: RS> TH8E>TBNA. B
M ESTRANT

1. BRI RS T

BRI RFERE Windows ZENH, ATHERSD, BXHRGHEHE Y 2E, BIRXHER
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FHBEIZEE.

i E IR (3)
Windows (C:)

MewPart (D)) MNewPart (E:)

&g | | 1
-y 28.1 GB a]F, 200 GB -y 452 GB 8[F. 1t 150 GB ~y 205 GB o[f, 1 123 GB
IEE{ER (2)

user_id-test-hjy01_gy7juycfkiqb user_id-test-hjy01 xa4gdgm5td

afml (\\1 3) (Y9 Jir9pn (W12 20 (2
» i = I

TG, 5 “Windows+R”,

net use

BN cmd, FUTI T <SHAEREER

FREFAEERAMEENRTERATD), FXERFERE Y 2, B ReERE Z &,

il & B 5E A -

2. TREEUR

tll jir9pn
Network

PITUAT S, BEXHRES (Y R2) PRSIRIRRIBTRXXHRS (Z&2) F.

robocopy Y:\ Z:\ /e /w:5 /z /mt:16

5B :

RiTEiEEER TSR, FEEEERR.

BEEFERIRFINT, BEELRERERE,

o L:
YA EEREREER, BRELIREESHTER,
Z\ EEBRBERRE, BRELRRRHITER.

/W

RETXHEERERIELL
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/z FiEfr=edE,
/e ENEFER, 8F=HR.
/mt IREFRAVELEE, MBS 8, BUE 1~128, AITRHBIEYE 16,
SHMBRINMHER, 85 #UE. Bit. BHERk. nEEEsIZR (ACL).
/copyall
FrEEER. HiHER.
HATEESRANT

3. IEITRE

FTeRiE#fE, (EFTE Robocopy i<, MEBBRIRXHRRRESFMRFHIE—.

robocopy Y:\ Z:\ /e /I /ns /njs /njh /ndl /fp /log:reconcile.txt
BEFERIBUIT, BRIELRE RS,

o il
Y\ EERERNER, BRELIREESH TSR,

Z\ EEBRERAVRER, BRIELIRBRHTER,
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/e FHER (BFEZER).
/| MEMEHEHIXE, NCRER.
/fp R RSPEENHRITERER ((ESE/nd HBRE).
/ns EAEREREESUFKN
/ndl EAMEREPRENGX,
/njs EAEEFRE,
/njh e FEIRLL,
BEBERSA reconcile.txt BE+., MIREFE, BES
/log:reconcile.txt
WERE.

WEPTER, MRMERE—, MzERENRIXNEER. HUT type XHESHRIEEXGFRIN

Z:\ Y:\ /e /1 /ns /njs /njh /ndl /fp /log:reconcile. txt

reconcile. txt

4. YRR R RSE

FEHIET e, MREFEGRXERG LR STIREIBR XGRS L, BEFRETEEH
i CEPROR SRS, AEERFT X REE SRR EL

a) A SERIZENPHIT net use BRI RFHERAIAMIERIZ, BIERIGAMETRT.
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O XR# s

| R EEEE

* R | 5434 . ‘

R | 2 =
- g a

T ERSEERE | groupname] & , ‘ o pEasEEEeE

cEEsE | FE=E

 EEEw - B mEEE

* BRIEEE 8 =E E EE- e EEsEs EEEn @ =E [ =S

© 00:00:00 - 23:50:50 |

EEAE s B ==

oo | MNSEOURL, FiDhtps:iexample.com:3080/callback ‘ s @

5) MNEE. ESEFFEE, RIESLIREIESEIA.

| BE=

* g | EREEE-sTEE |

* Al IEE [ default v l 2@

fE
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3. 441 EER
3.4.4.1 ik

TEBERTIFRARIRSAER, 2T, SR LI EIRIERIEERMEE, rEmREYT (Key-
Value) BpY, ERILUARIFHEIIMRTES, LRSS PEEREHIEREELRIR,

L

BRINEB D MESTF S EIRINEE, BEE T mAcIiEL.

RIRE=
SMEYZRFREZ, HEARREENRUEREARRSEITXR, TLABTARRAMIFELE

B (BanFrElss. FFRENE) IS, SSREFEDER.
BETir&Simistiege, SR UREER—ERR, #HTHHEEE
fen .
o TEHRAEIEG, AEBERINEAMTE (30 department: R&D), tRRFIBH &SR], HERL
RIEE =S RETER .
- HEMEEEYD, HEIWSE 1 pAENHRFELALGIEWSIRE business: servicel, FiEd
IRESTEIE, HRESATILSS 1 P RFLGIR HELER,
{EF3isAR
o BNRFERSHLYE 10 MR,
o BMRRRTRITERER—N, A ERRmER.
o BRI FRORSENNARESERE—, NENCETERYNAITEE, firEEEREERR
BE, 80, BEERFLBIR business: servicel BIFRESE servicel, 18XIA service2, NIFHHR

2 business: service2 & %|ARE business: servicel,
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O X=&=5
o IREHEEARZIN:

FE R

s o BFIEENTE

IrE(E o BFIEENTE

o KEAREE 32 1MFF
3.4.4.2 {REGHRN K 251

tRERHRNER R

SEWPPNZRRAIES, SESKRIOEREBSEZINK, ERRSEIIENIKFATEIRATR

EOESER, AILSSENEEENEEHERF N R RHTHIE, ILRREEEENER,

ERERERT, EREUTRISILERHEEE ISR

o 2EEW : FIERFEMESHEIIrE. NBIRHA, FERERBRENE, EANERNRIHI TR
SRURENL, BERMERFBIETRERSH. I8 TEREERAENERERT.

- BHEREEFRN . SMrERMINARSERENZZAEN, SEBEANIA, EnelEs
RARE(E.

o HEERIEN ;- BEFERINRTT, ARKELTEEENATER, BIERARERRIHRALSE
ROETE B,

o HREW : #HREERENS XA, BRiRiE M ERBIAURIRER(E.
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tRERERIT 6
VVSSHEE i) FHE
department
group
HIIBEN HLZFR
team
organization
role
AEER BXBEEER
user
project
/115 INB/{ESBFR
task
R eviromment SRR
Edae=y owner EFE AR
3.4.4.3 HEFE
=

FNESCHIBIEEMING 3~5 DT FHITIRESIER(E, SNATsEHISEARRIIRIENL.

3.44.3.1 (FAREISEESEHRP

PMRIFRZAHPE 10 PR,

i)

o FNRFTRIRSRERE—N, FUFHEERRER,
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o FNAR ARSI NAMFSERE—, IMENEEIRSENMNANFSE, i ESaB=ains
B, Bidf@Armng, flan, BI3UERHRLHFIRY business: servicel BIFRE/E servicel, EXA

service2, MFHRE business: service2 1§28 |HH»& business: servicel,

o BCESHORAAINT:

FER SFERifEE BREEHN

BN RIS RERERE.

REENZ,
EFESHRIIE R, THIESHSRRERE.
IR BEFAAENTIE,
MNRERUAREERS, ERFEEREENA

KEAR®ET 32 NFH,

RIELENEIFE,
o MINFIREENMEREIREE. REENZ,

REE EFES FHEMIER, THEXSRERIEnRE. BF ISR,

o MINFEENRFRIESITE. KEA®ET 32 NFH,

3.4.4.3.2 BETE

AN THSE— P RBMRE

1. B "hfl, SEERISTERRRAN | UEEE.

2. R 1EhE>TEMSUHARSS SFS Turbo” |, BN SFS Turbo U4 ZRSFIRTE.

3. EXHMRFIIRD, REFEMMIRESRINARFAETHN "BIF> 85 > RighRs”

4. B "REGST B0, BAGE "mER | M REET . ERERIISMRE, fE "W

", SERRERIAIN.

fit

5. LAY, FLHRFIRTRIFEERLL, RETEERIEZIEMIFRERER.
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ENLHBE— IS MRE

—

. BR "L, SEREHaTRERKEAM | EEthE.

2. R "TEiE> SRS SFS Turbo”, #E SFS Turbo M4 RGEHIZRAE.

3. EXHEFFIFRS, DEFEMEBIPETENERRLA, REFIR LR "HEHERE",
4. EREFEREEEP, BR 7 EEXARSELS), S LIRRERRE SThtESHiRBEXKIES ik
FIrERE, MErEREN. FEHE, FrER AR GRS LRI EI X IEIRE.

5. ERILME "HESERE" HET, SXrESREN, FUTRIEREERE.

3.4.4.4 fRGMTFE

3.44.4.1 BHRSH

AR IREHETE.

3.4.4.42 BESE

RRAEANLhIRRE
1. Bx "Hp0”, EEEGIETERSREAN | wiFtbE,

2. R TEhE > IMSTARRSS SFS Turbo”, 3 SFS Turbo AR SFIZETE.

3. EXHEFIIRY, [REFMIRERSUGRFFIETN "BE> B> HERE" .
4. B "RIETE BH, fRETESRERERY MR, TEEMERS MR,

5. BESEETS "HE" | SohRERIRESNEME.

RS A EBIRIRE

1. BF "EHH0", ERnHIaTERReA | EEFEibE,
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2. R TEiE> MRS SFS Turbo”, B SFS Turbo SU4RSGEFIZRTAAE.
3. EXHEFFIFRY, DEFEMEBIPETENERRLA, REFIRLITIRA " ERIPIRE",
4. EHEHEREHETR, BEEENCERFRIIIREI, AiRlISEE.

5. RHE NG "TBE" %, SRt ERRSRIRIE.
3.4.4.5 (ERIFETFIESR
3.4.4.5.1 BHIRSRG

o EVAREBEEDL—NIFE.

o HEtRIEEHFERRESHITImE.

3.4.45.2 BETE

1. Bx "Hp0”, EEEGIETERSREAN | diFibE,

2. R TEHiE> MRS SFS Turbo”, #E SFS Turbo SUARSGEFIZRITA.

3. EMHRFIIFRALSRE SRS &, B RS HE.

4. EiRETmiREET, BHENTEREFRE NS "HE FUTTHIRRCE.

5. ERMANREREBSRURLAS "M RIEHRZIRERImE, SedndE ToR "EE RS

A,

m

Ht
=x

iﬁ+

Sk,

3.4.5 BlHSH

3.4.5.1 #fiR

=, 3



O X8

BEEHREEAEE [EHTEMNEHEURERIERE, M X IRSHEEERITREE THEREE
FRIBTLAGE SRS RRIEEILSCR . B2 EHRIBMIRNE — I RS, IILINEUERNSER. &
RUNHEIFESHMEEREER.

LR, BEEFeeaMMERRSNEWAIBEEARIEXKAEEIESL, N THREREERNS
FRMERRMEREREN, SEREESHIIREEIEN— IR OERZIS— RO, X, B

E—MEXAEIEROHNEE, SRMATUERS—MEXARIRSHE, RIESHNESRE,

Regionl Region2
AZ7 Az2
E=VPCT BIXVPCT
(= & (= &
= =3 = =

M= MR
yca=r) —
2 e 2 |

SRS (FLEH) SRR

XK=

1) BaiEH: BESHEEHMHTH, TEATMANTMR. REShSRECIZESHIIEENE
XN BiRsUG R S, SEURMTTEIRE M TES. SERESCEMNERHITRE
B, REHTORHRY, SRSEREFIENENHIHTENEERS.

2) HiE—HE: BN HRIEIE— BRSPS TURRIL

SRAPEE—EHIESE, RSRSCBRMNEETRATSAEFIZR FXHRT checksum, SNRA

—HRI M, BRABRIRSIREIXES A—ERI AR, SFRmXEA—HRGRES T,
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MRE—N B EHITER, BSH checksum EHRELERIUEL IR ERET—HL.
MRBXHRIEL THS, B checksum EEREELLINMHRE, KMA—HETHERD R
checksum LEREE, FWIERZARE—H, A HHIRFESHRL, AXEES TR EIHEN
BROUREMARIEHE—EL

MintEER, S TREMBERINEIETE, B REEEFERFEM R FENETE
SWRE, ARFNEMFERRBER/FAEXXE, NWEBESXHHEERSE—H, & SUSHE
.

RtEIN B R G EARRIES Bix, MEAWSESER, hESERES.
RIFBin=
1) GMMEER: ERFETIATEHREERY, EVSHXEEEEERETERE— RS
AUt S EiESS, MERt. ErFTl, LIBEERMEEXK.
2) BUREIR: (FALIESHRRN—ED, BEESEHEIS — M RELARMIIMIRE,
3) BHEIREEER: NTHREESILNERZFRERNAR, BEHERIETLERLARR
IERIX R EIERIA, WIAERnRRdsE, RItRFARLE.
4) BRIRE: EREBAKRE. ABRESIATEN, BEEARXERSDEIRRERER

5. REAFHNDTIEEN, BERERMXEAESNET, RSSESRM.
3.4.5.2 {&FABRH

o (VR 1IRAX 1<>84t 2 AKX 1 ZEsZ RIS HIEE.
o (CHEEHRIEAEXHERSE, LA EESHRFEXHRS.
o X "I IKSHNXHRFSHFEIESEH.

o (FHERFTENESR], FFRRFHEAIEHE.
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o IFEMHRGEHBIRXERFINREMEESRE, WRRERER /IR,

o IEXHRFFNBIRUGRSINI NFS 1Y,

o FIFERIERIISXERF M "FR" SHIBERP.

o ENGBEFRNHRFHISREAMNIREN "Riz", BRENENRIEERE T RIEIEEE,
EREEER.

o HIERSEHEREZETMHEERE.

i5AB:

A BriERBRRBPANE, WXBEARIIEE, BRAZ TRHITIHE.
3.4.5.3 gEEH
1RVEBRE

IEEEEARS.

o FRMBETRFREEEURRSHNERSE, FETERE.

o BALUSRETENMGRFRTES, HEFERURFEERITEXERE.

o HETMURATEERERILT 8%, KILEIESH,

o FHBIISHIERNE, WIESEFHIRW, BRXTRERARAARAE.

BMELER

1. ERMEHRSERE, HACESFNXARGEFRBR, £RE MRT "BEEH" TE.



.......

2. | "EIEEH REHNCIERE, FEMARARENER, HEREREHREANRE.

:
S8 1588
ShlzE BANAEHREENHRSE. ENEFRFEIITENMRS, FERCHHE
RS, ESFEHEEEHRESEEATIRE.
B BisUG R SR, RIESEPRI S TERRIRS 5 IR IRIEEE.
ATAX B RS A,
NHERGEE | GERFETRINERR. (CHREFZzIRX MRS "R 1. R
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KA NFS ). ZERSHESRIPIIARS.

3. mir "MAPRIE", AEHMES—T, IR NEEECIENENES.

3.45.4 58!

EEFESCEEMINE, JLE "BEEH" TEEESEFRESHLTER:

24 %88
SR B2 6 MRES:
QIR IRROVESHIEKREES "EELE",
BUEBRI: SHHES AN, TIEREMEE, SRR TRHRARFHE,
IFH: SHESER
BEfE: EFEEE, JRBETRE—XHRRFSE. BiE, SEFESEm
e
SR FIRERR TSN, BEA. SEFMBRSHRGIITIIRE.
ULLER
EATHERTS, NESHEXHRFERETN "BEf” & B4 K
&, WEREEHTERTNELSE, MHRRKETRESEHESSE
RE.
EE EAER, WRERR TR THEEN. EZRRES N E LT,
EIRERE RIS HISTRAIETE, B 3~5 DHER,
BEFERX MBI RASEEAR, FHHE 3~5 DHEER.
BJ FRfEIHAY FERERHERRIRTARE, RENBEXHRFKATARNS REHRR
[ZI8
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B RS BN ERFEHNEREE., SEER, g, = FHARTEEE,
Birs4E S BirMGERAFNERER., GFERFR. iR, R8s, FENEE.
3.4.5.5 firgSH

1RMEn=

LA BREERBEEFREH TR GIEOMERES, ATLAMBRERES 4R Fa B4 R FRH
BRI MATS R TS HESS.
BRELR

1. EENHRFRETERFEFER, ~E "BEEH "TNE;

2. R "MIFREH" BIAT,

3.4.5.6 E R

1. EEHEHINEREITHEE?
ADJeEHRTRRBENNEE, SRKEER. BRRNKEREAREE SLA,
2. BRNIRENBINNHRARBESIFEHSHIEE?
<. ADBESXHRFIELTTK.
3. BEEFESIFEKSESR?
RINBEERIASIFERSES, (CHFRKSEMHET., IREKSES, JEXIHRIE
PRATHERISZSS.
4. — P HRFEALICIES DNEHNES?

— N XHERFERBEEAIE—NEFES. B— I XHRFEREFA—NFEEBiR, RNERE
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—X—H, RFFEZE—Bir, HEZERENSBirR.

5. INEXHEFREIFEEEHIRE?
SIS R ERAATIRE, BSFINE NG RRRRINE X RESH,

6. YIELH, BirXHRFENERFERNSIESREED?
NintELSE, S TIRMBIREIETE, B RRCEF AR MR I FERTE
REFRE, ERFMNETFERSBR/RABXN, NSRXHIIEIERE 2, 47—
NEHES.

7. BinXHESE o , RESWIIMT
BirsH RS io Aawdllif. BRATRIFERNXHRET, ERSRMFERRBNY, =
SUEEAESR, FUFENEREANEE, SRNETIESPRAMRNIAISESI RIS RS

REN "RiE", BREREANNESIEREER.

K

8. EHRTENEEERHAREA?
SNHRFENETH/RBEFRENESE, HTENSEFESKEERS "EEEF", LIIFERR
ARG THEAKSHREREXH RS TR RS, SHESEEHIRE.
B HRFIIEER (96%) HtB2Th "EEEF" RS, BRENXKIETHRFERE

BRFERT B, HEENHEEREERREE, SEAEHEE, Tll—: KESEFEA

A

+

A==t
=

S

I

o

9. EHREE SN ELLIE?
SWEHFEEFIANSEZ "R KSH, MHEXGRSRESIYN "ENE 8 "BIRE"
N, WIERFEHTERTNELSSRE, HREKETRERENES28HRE. EFEL
RfER, B TERERARARARMDEHE.

10. Birs 4R FE R AS RSB X4 R G THERANES S ?
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LA, BESHINEASMESMTITETR, TiER. BEFENERBIRFRFHITIL

FiEE, ENETRENRANURESSIR, BXHRFREN "RiE", BREASERE

B

1. REXFFAARFESSERI X R FHITEH?
A3FF. (NFFRFMFEREN MR B TES, R BirRrER R /o 1EEE.
12. RESHHAARIEFEMYAIS G R G TEH?
32T, (NFFEREMY B RRER>ITEH.
13. X RGEEREERG ST NEREFIES?
B RERBEEERATNEHESHT, BETXEHRFECHERATERE 96%8), SFIES
BZH "BEE", BREINURRERE, T SLURESHESIESHT.
14. X RGEEREERG ST NS HIESCIE?
FXHRFEEABTETTNEFESE. BB RARRITATENNTIREER

75, SRMXHRFABEERRAT 98% L EEIEEH.

3.4.6 AD ig

3.4.6.1 #fik

AD E(IHRERHEX Windows IRSS#3RTEN B RATHIERI— TS EIRIEN, SR T —FrENTE
B, RLMNEEHENMNEFNAR. HEN. REFRR, AEEHEFEERRFPSHIGLE. %
WAL EHIRIBES]. AD ErhRIETE T MOl EiEizHlss DC, BEi=hlzsstiing AD ShRIRRNERE
B,

RERFFAF VPC AREEHEs TR R D AN RERE. BT RSN Windows
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(9 AD 1R, REZ=MESUHIRSATLSIEIET AD AR SANER S RFRBIFIBRIAE)

=Hl, MHRFEILNKERED AD HAFSHHEERRAFS4 (nobody) #H2i/i8), HMSEIIH

B SR BRIz,

HFEE

® Kerberos ¥

Kerberos 2—Fi+EHMEINIEMY, (ERXIFRINERA /9% Fin/IRSS 88 N AR AR SN IGIE.

BRIERAY Kerberos SEMIRABERA, —FEMEEThRAY mit-krb5, FE78F DES IMERE, —

2R XA heimdal-krb5, FE735F AES, Triple DES 1 RC4 ENIZEHEIL; Heimdal Krb5 i&

IRMTEFERIS, 818 Windows, Linux, MacOS X%, Kerberos FE=Fiz\Af:

a. BRSSum (Server): WBRIRMHEMIRSAIN FATEFEARSS=S, 40 Samba Server, MRS IHERE
—ME—IIRSEAEFR (SPN), BAFEMEFIFRED.

b. ZFim (Client): FE{EMA kerbores RFHVEFim, 41 AD ig+iI5—& windows T aakE FH
F.

c. BHPKRFL (KDC): 1FAEFIRMIRSHEMSENSE =77, TERMEFIIEMRIEMNHA. KDC
£

o Keytab

Keytab 2—Ff T Kerberos INERZHFMEEIR (principal) HZERERXG, 25

prin&pals F0% principal key, ATFEARZAFBAZBIER FHTEHEIE. 81ER%E

£ kiytab SZFFEEHLATERS A

a. BEER: HFERRIZZARERIEN, 20 “service/host.example.com@exp.com”

b. NBEEREY: IERRATIIEERNER, BIUAE AES, DES &,

c. BHE: IhrRIIIEERETE.
B

(
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Keytab SI4SFEA host 2ME—{, EH key A hostname, HIFARSSEE EATLAIAIE Keytab
SA4EPRILAA principal B9S18id Kerberos BTALE, FrLA Keytab XHROZ#ZERTT, HHRAE
DEWERPA LA,

o BRS33EHI

£ AD 5, IRSZLAIFERIR— MRS BT EIT B EiRS 8 ERYRN LB, ARSSSEHE
EORFENRSKSEXE, BATEERSISERIMSMHIIE. RSZLOHFE AD pRBEIIIRSEARS
#R (Service Principal Name, SPN) 3E#RRH,

o [E5SE(s SPN

£ AD 157, BRSSEAK (Service Principal Name, SPN) FIF#rE&— MRS SLHBI, SPN BERRTET
Kerberos BpIGIEIES, 1SIRSEHISIRZERIKFEXREK, SEFihmanIZ MRS, BS
{55F SPN KEF GRS HIS M. £ AD 159, RETLIETEARNENL, m— P EN LB
LUE1TZ 1 RSS. SPN RSN EERSERMENE508E, ZFimE SPN HaE MRS LS.
TiERE

RERRHET kerberos tHYASTAIESERITI GFAFIIAEI AD 5 , imi=hlesmBid MishR (keytab)

AP RIBREEMAES A IRSS. ABFIAEABRESRAEN T :



o =
o - ) Bevec |
SN (T (= (= (=

~ 4 5 8 10
EEEZ:SFSE%E‘J“\ 3. i { l ‘
,,,,,,,,,,,,‘,‘ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
; i
: 9
v
2] 2]
SFS SFS SFS

o SRR EHEE AR keytab U, ER. eytab 3714
o EXREREFIGHBEIFUGFRFETG AD 153088, F4& Keytab 34 E1&, BEAREEENIA AD
o NIHIRSBIFEFRFEIEEIS LB Keytab 32, FITFE4E AD BRZFEIAIERILAR,
« FFET AD HR=ENARIIE CIFS XHRFIFK.
o XHRSHEBEBIERRZENIRERZESF Kerberos i,
o =EHME AD izl REAFIAIE, Kerberos XRFERHTIIE.
o  EiEHRETENREINZENAFER.
o SENWERAFPIIEERAREENIHRS R,
o NHERSSERARIERF_LERY Keytab SHHEZRFER.
o JANEEEE, XHRSHRIEHEZFEINAFNREERMSRRSS.
Kt
AD 5{E/3 Windows BI—IniedlEREeS, BUAT 2 DR@Et, ERTZNAmER.

1. ARKFERE
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EPEHERTRIAFKS, SEeE. ZX. BRRAKS, EEENFERE, BRT—EXEER
MK, ST STIERE,

2. BRGAES

YHRFHIFEEREREFRIR, AD SR LURIEREF e U KRR SRS SATEE04Y

R, (RERENLL,
3.4.6.2 (EHiRIE R EMAIRE

LAT 79 CIFS SUEZESEINN AD ERYERIRAE :

> & 2 AN RS V EFH%FHF‘ ‘ EEiniE N
e 7 E};&‘;‘D i HIINADI ~ SHpHEE#E / VI ES P ZER

RS

o B AD MR, BEEUE AD Eizhis. S AD AR, BEFiRIIA AD 5%, &% AD i
INRIEE.
o MRS AD 1%, R AD Bi=HIRRRIZENAER keytab S, FrHEIT M 4IRS AU

&% keytab {4 EEENHIRSSEE, &% UAFESIN AD 1,

- BREEAD BE G, EREMAFSMHERINE CIFS RS, S%(EH AD AR SHhEE

ifia) CIFS X4&E 5.

THERT AD R FRRR I E A,

{sE FABR1H

® (X CIFS XHRGESHHER AD EII8E.

o AINREERIERARERAFAN, NFELARRERLRHITHIE,
® CIFS hrA: 373F SMB2.0 1 SMB3.0 {#F3 AD 13 IhgE.

® Windows EFURIRA: SMHRGTFM Windows MA—E, SESHFHIRERS,
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O XR# s

o HRHRES AD HIRSFHIIRR: MRS "R WIIERER AD HiRSS, XHERFA
"'BEH” B "BFE BAEERNE, WRREET ] RREAMKF TR,

o (2 AD BFcEs X HRAFRIEENENEBIMRIERSEREEN.
3.4.6.3 {532 AD 15
3.4.6.3.1 FTB—: TIE AD lFiRS5

1. B3R Windows =nEHl, #FR "IRSEER" FHIHF, ~E "HIIHEFMIEE",

& BESEES - ] X

winGE RS EEEE

i FREssE

s FrERESE o == ¥ Az o

iy RS 5 @EEJ—HZZIK mﬁ'ﬁﬂ (=1=)
HERHNQ)

2 B EHIEE

3 RIS RS
FEAEE 4 flFEiRSEA
5 BIHIRSSEE RS
[=E]
THEEREEL
fAEiESEa

itk 1 | BSERE: 1 | REES1

2. TEHEPIEET—E.



& 5w

& BIASEEES — O X
o EEE
Fﬁéz Bl -
FHAZ R EESTEMFESEE. ARESHDE. FEERESOITTEE RGNS e RE
= EosnEe BRRSHDEE.
BT
— EffEE. HERSHE, BT TEE

ERriksmeiiheEns

TEEETE, ERiAEmLIMES:

« BEERRSEANEEER

* B P MR B RS Al

* BM Windows BB iF= 2@

WRFLAEEE RO FAMIRES, BXARS SmxlrR ARRRETES.

BE s,

[ BGAER FHEBETIHES)

=) | [Fm =] =1 B

3. & "ETABMETIRENRE", <& T2
i ENARANEAS - o x
eSS vt oo

IEEEEEE, (FALEIEEE TR EL. SRR SRS (VHD) s afaE,

® gﬁﬁ,ﬁgﬂs&m&
EOEAISE. SERSINESESS M EEE.
O EREARSEE
S S ARV R AR LB E T S S ET eSS mes.

4. &R MRSHFEFIRERS R FRE T
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[

ECRER 0
HREFTEREST Windows Server 2012 BESBUR EECA CHS NSNS SRS
WSSRANESN. WS008 P

=]

5.

BPA AR

BPA M

5E#E “Active Directory 1fiRS" .

]
ecm-AD-test
SRRRNEFEENE LY RS AL,
ne e
- Active Dir M AD DS)™F
Active Disectory Federstion Services | aneme meanas n‘.!
Active Directory Rights Services. , AD
2 DS ol | MR T
et o BIwTRRERIORE RO
R\ctive Diecton M B S RNER.
[ Active Directory EHES
] DHCP BSE ol
ONs B
Hyper-V
[ Web Essas) -
[0 Windows Server Essentials (832
[ Windows Server IEIFIRSS
[ Windows EE@S
onEsE
BE S
| B - -
<20 [F-#m- =un | w8
-
BPA R =]
BPA &R
2024% 11821
6. M RIIINEY, MER "akgEE T8
. o T2 F ARZSKR
= FEASHnEas - [m} *

win-user(1sfs.com

@?%mﬁ?j un%@

& FNEESTERS

I Active Directory iR FrERITHES?

OEr=2TUTESRSSTRRIET, T Active
Directory HHEE.

4 TEEESEETR
« BEBETE
4 ADDSFIADLDS TE
Windows PowerShell # Active Directory 185
4 ADDSTE

[TE] Active Directory SEHi(
[TR] AD DS BESE LRSI IR

[TR] EFEEE

BEEE TRIRER)

x

Directory ERS(AD DS)F
PIEE FTTSA0EE, HaR
PESERSMEES, AD
REfEHEE, AFERFET
(B ERE LIS
e AR,

<@ | [T -]

| ==0 |[ =
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C:\Windows\System32\drivers\etc\hosts

RS ZECEN T

<server IP> <N{4RFAMI 2 > . <realm>

SRR

28 il

server IP N R FiEE U RIRY IP,

MR GRS, | BREXAISUGRGRIEZBIR.
= T B RGN B RN R E—,

realm AD g%, a0 “sfs.com”,

50

100.xx.xx.xx test-fs-01.sfs.com

B S: Windows PowerShell

4 hosts - B &
X WEE) ERO) FEV) EEH

A # Copyright (¢) 1993-2009 Microsoft Corp.
S (#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
2 | #

# This file contains the mappings of IP addresses to host names. Each

€ |4 entry should be kept on an individual line. The IP address should

# be placed in the first colum followed by the corresponding host name.
g2 |# The IP address and the host name should be separated by at least one
# space.

# Additionally, comments (such as these) may be insgr’ted on individual
M§ # lines or following the machine name denoted by a # symbol.

=ik}
= [# For example:

102.° . rhino. acme. com # source server
38, RN X. acCme. com # x client host

localhost name resolution is handled within DNS itself.
127 n ° localhost
0 localhast

" test-fs-0l. sfs. conl
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2. RERSWKA. £ CMD a7 dsadd apBlE— MRS KS.

i BEBCERENKAZNENHES, REPREAR.

dsadd user CN=[AD 55 Mik&],DC=[AD iEiz#],DC=[com]
-samid [AD RSB E]
-display [MKFHEIA]
-pwd [IKFZRE]

-pwdneverexpires yes

1

dsadd user CN=NASuser01,DC=sfs,DC=com
-samid fsuser01
-display "ctyunnas service account”

-pwd zmaw@md3****

-pwdneverexpires yes

SMdministe ltu: »dsadd uwuser CN=MASuserBl . DC=s5fs.DC=com -samid fsuserBl
) : pud liuvh40@1942Aa? —pudneverexpires yes

=gfs  DC=com

C:lzersAdministrator?

3. PUTLAT a9 CIFS IR SeisE i SPN ARSS /X,

setspn -S cifs/[HRFAIIEZ]@ [AD 5] [AD HiRSWFE]

SERER:
el 1588
MHRGAMZ LR 1 hANHRFHHESRIRENEE,

AD f5#& & AD HIMRRHRERYERE, AXH7A “sfs.com”,
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AD RSB FEA 1% 2 dfY samid,

1

setspn -S cifs/test-fs-01.sfs.com@sfs.com fsuser01

PS C:\Users\Administrator> setspn -5 cifs/test-fs-0l.sfs.com@sfs.com fsuser0Ol
EfEERr &1, DC=sfs,DC=com

24 CN=NASuser0l,DC=sfs,DC=com jE#At ServicePrincipalNames
s/test-fs-01.sfs.comllsfs.com

) C

4. 1£ AD Eizhls EHUTLAT e CIFS S RFEIRSS £IRERL Keytab 34, BTRFNSH

TAIE,

Ktpass
-princ cifs/[XARFAMIFHZ]|@[realm (KAKE) |
-ptype KRB5_NT_PRINCIPAL
-mapuser [AD 15fREZMKFE]@[realm]
-crypto All
-out [BFSHRSHAERERTR]

-pass [IFED)

SEREA:

8% 1588

princ IRERSEMREFR (SPN), EHEELE 1 RANMHRFIZENAMIRS,

ptype IEERSARSEAVZERY, BB/ KRB5_NT_PRINCIPAL (BFZEIRS
M),
A

mapuser b

crypto BERATFINEZANINEEL: ALL, BIFfEHmEeEL, @ DES-
CBC-CRC, DES-CBC-MD5., RC4-HMAC-NT &,
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5.

out R4 AR AZR S AV H B EFIDL 2,
/out c:\temp\service keytab J&8lIE—"NZ A service keytab 9%55H

KX, FRBEREEFE c\temp BRT.

pass IEESIRET AKX NAYERD., BIEPER 2 NEE 4R SRS KA

B ERVERD,

1

Ktpass
-princ cifs/test-fs-01.sfs.com@SFS.com
-ptype KRB5 NT_PRINCIPAL
-mapuser fsuser01@sfs.com
-crypto All
-out C:\nas_service.keytab

-pass zmqw@md3****

PS C:\Users\Administrator: ktpacs -princ cifs/test-fs-0l.sfs.coml@SFS.COM -ptype KRB3_NT_PRINCIPAL -C
suser0l@sfs.com -out c: _service.keytab -pass
argeting domain controller: ecm-AD-test.sfs.com
Using legacy password setting method
successfully mapped cifs/test-fs-0l.sfs.com to fsuser0l.
Key created.
Key created.
Key created.
Key created.
Key created.
Output keytab to c: \nas service.keytab:
Keytab version: 5(
5 etype Ox1 (DES-CBC-CRC)

etype 0x3 (DES-CBC-MD5)
etype Ox17 (RC4-HMAC) k
. OM ptype 1 (KRB5_NT_PRINCIPAL) v etype 0x12 (AES256-SHA]
3236992597 db dfaJchlﬁddb+4RbbF4fJ

key>1zp 6h ci 01. <fs com@SFS.COM ptype 1 (KRB5_NT_PRINCIPAL) v etype 0Ox11 (AES128-SHAL
71fa81f666317 e44bUl%4hcfl4f;a5)

1 keytab XMIHEEERRE R ITHI GRTARE iR,
EEAAENERRBRIESS, FEE AD EiEHEs EARY keytab SUHMEEZA X,

BR5ESE EHEAMENF Windows 2 BIEAEEUE? WA F RN P,



https://www.ctyun.cn/document/10026730/10246739
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St IP BiHZEIRSS, T ERIRBASE LT 2R A -8 1P,

5488

ERERHEZNFTEMATENNARZER, REEEZTNEIARE BOAN

Administrator) F1Z23.

ENTENGERE IP, T ERERZENERREREHSHITE FRIIZER.

$£B|_: L€ Keytab X4
1. SREMHRSENE, BAXXGRAFIRR,

2. HEIBIRHRFHRILEIR, EANUGRFFRBR.

3. EMHRFFER TS "pEEHl" 1E, F7F 7S AD B3E" AR,

4. RE "BREAIFERINE", SURATFERDANGRS, WEEIF AD HRAF BRI LESSUG:

WNHRS, EHERFPSH Nobody, BUARFE, REEAD iHEFESR.
5. REIRH L& Keytab 314, iGEPBR—ERAY Keytab 34, EREUHIRS /ST Keytab XX

HHTIOE, WEBYE "HE" REZNTA.

VPC EEE VilRlEH

2 58 (ADH) EFTWindowsi B ERGHHTRFS BRIFITARSIISHRCURES, THROAERADE
NBESROESLRITHRS, B ADHEERE I SRR R,

Freomnz @D

1 @EnrEsnn @O

* keyTab3zf# nas_service keytab H&keyTab
6. _ "ME"  EEEI
i58R:

o EXRHAT "FHE AD HIHE" FFR, MHERRESEL AD %, EEEHIINREEHH

FEEE.


https://www.ctyun.cn/document/10026753/10027021
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o EHE(EM AD HEE, W "EANITERINN" HEFH LEHEERN Keytab HFRE
R HE" FREERL

o ENHAERGFMEIN AD HZRIEEH#ER, JRENA AD HeFEEFMERTSHE
EFin EEX,

® NN AD BRRLEE, Ert "HE" B, FEESH 3~5 oI LUEREARSD0E

TSRS,
3.4.6.5 (ERIXARSHAERXHRR

BUIRSRM
M RFHENLRFABE— VPC W, BT EIERLI.
LR
{EFEE P SRS RGAVRIEE AD HAREEEFIS (3 AD iRiEhiss) HisfT.
RIESER
1. BR AD HEBE ik,

2. [FAEBFPEMESRSXERSFS—RRIER CIFS MU RFISELBEANRR: E38 CIFS 31t

AR RER TN (Windows), ARRIZEEFIRENESMIE, [RE "Foak’ HFEERE

NFEEIEE AD ERFEHKERNRFEFIER.


https://www.ctyun.cn/document/10027350/10037778
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BRI LRAR RNEE

EEEREES
Windows 222

MAREEE
WA FRIERLAERES):10(

69c6efod v| [ sum@). |

3. MANERE "HE", MHRGEMIEST), TTLUWFA— 1 EEHERGER.

Dlem - XEmE [= | o s
HEf =B ©
- v M EEEE v o T RAEE o ‘

47 W 4 ST (6)

s TE )

m &m .&mﬁ L o=

U BESEeE

by o T

b iR ,J‘

G s H”F - : RE
4 ZEFIKANEE (2)
am TR (C) 2
- % 7 o W (D)

« METE (1)

90e0cebe0d4baea309b69c6ef0 /

P d4170enq2) < (\1...
-

9INRE

4. Wi RGHERE, BXERTTRESRAERPRRREE,
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3.4.6.6 E I

. ER= AD 9 Windows fRABHAER?

SXMHRF ST Windows WRA—E, SEIFIHEERS.

. AN HERGERESFFERINAS A AD f?

AZH, —INUFEFREEIMA— AD 5, {#/ AD iSRRI HMIF &R .

. MHRGISHIREREET AD a7

S5—RINHARGE—H, SXHRFSHEELEES, EFr2nEdEN AD 5kE, £
HRFELTEXHRRSENEER, TARFER.

. XHRGRH AD BB (AR AR R R

BMTEFERNMG RS, SUED BT EE.

. EERFEFIRIIN AD EETHIL HENNARRE SID SAITENA SID 8E..." AIEREN
{RJLIE?

R EZFim Windows/System32/Sysprep/Sysprep.exe 4li% “E@F" EIEIH

4= HERFTE Sysprep — = e
m =3 =B am P
© -t « EMEES (C) » Windows » System32 » Sysprep v & | @ Sysprep 2

¢ s £ BXasEs =
o = ActionFiles 2024/11/21 21:04  Wfsse
. A REEETH 14 | <=
SR a2 s a1
EfeET B (Sysprep) 23T BT SIS TEILA TS g =
= e
N EaEE - “ =
A EHEREER)
il R\ B 2HF (32 (O0BE)
TR MERC) C—
N B
& = FHEM(S)
&, FimE () =FEA v|
€ FiE
e | [ mw |
< m >
64 RE iR 1 MER 430KB :
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4 HEREE
4.1 it

BRI ERANNHRAEDERDIREIERN?

BRMXIKD 42 TFRATERIRARE, FNHRFTEEREFER (BFH) IXXHRFENREN
2%, BALUSERENBEAZTENEFERIEEN, BNRERNIT#EXEE, ZINBEREF R
IRSSHVERRA, BRHEIARYS, EEEASFERIUSEALBEIENET B> TREE>E
TE" RBAEATR, BEFR.

FEFEHEE (Bt EREFERMMENMARS, TLEREMRINGRSE, BREE
IREFEREMENN GRS PE. NBERRERR, ENFEEMRSEHERT.
igEEL A FE R RS R kit 2E18?

S RS WER NGRS RSB BT Al ZE, SERGERTTEN. REEREEMFHETE
FoRe
SNERSEME SRS A BER, IBMIFRSEMESUHIRSS . MBRSEMESHIRS S, BASEXNZRMES IR

SR, BIME2IMIRREM IR,

MEEKRESERE?

earE "EAPO-PIE" B "BRPO-BEEE-REPE BEREEH. RETESHEKFT
RUIREF MRS AEERER, KRAERESESES, X# 15 RZRHTRIEFTLUBARIR, &
15 RRFKRHITRIE, BHRERNEFERSSHIER.

EELE "BABO-BRT BITREVAIEME, SRGETMEREN, REBAXEERE.
KPR EG M RIRIER A, BRIFRE ISR SSIREK.

BFERA 7 XEERRIT, ZRITRENE?


https://www.ctyun.cn/document/10027350/10353881
https://www.ctyun.cn/document/10027350/10192614
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7 REERBITEREIR, 8MKSEE 3 X 7 XEEHERITTS. FMEER 7 XRIEITANZE,

(BEAEIRREHITERT. 7R, REFERE, SNEFCRTEHREITAE, FEWEENAYERZEREM

BIJF4e%, BRABREESANERS, BARSIEITHITEE,

ERAXHRS LETHLER, 2&1TE?

RS AR Z R EIE TR R EEIWFATET R, NARIGasei SRR

5. EHTHETREES, EEPRMEAK IP AILE,

« BFERESIRHEREIBET: RREENHREA/NTE, NRRE.

o IRREUERIVT . RRLNERRETHEE, XY TMISRRENKE, (WX LT RiREREE. Bl
HHERREINHRAASKWENREZE R, MM SUERS FEEENISRIEERK 1P WEREZEF.

BEER, B2 (P-1T 2RI,

NRERZTEIRSHITERETR, BERTTEERER, BNESE I HRA-E%.

(B IRS RERITINNE?

SN HIRSRUBFORMETWNE, BI—XMET 1 . 25§, 3 SRR, BN 1
FI\TIF. 25t 35FRTFT, —RESITW 3 F. MIWHERFNER, LT SATEZM
B, BEET NS, RENEAEZITINE, BEBEER RS REMBEISFERNXEE
S (HBRSS SZIF e Rt ARG ?

AP ABFERIASIFEE M TER LA,

ERILASRFT 400-810-9889 %% 1 EXRERI LIFARNIGENSFESTFEAN~mIIRELA, &K
i 3 1MA.

(B IRS RERITINNE?

SRS IRUBF—RETIARE, BRI 15, 2§, 3 FREE=M0, BIRfine 1 5\


https://www.ctyun.cn/document/10000038/10006782
https://www.ctyun.cn/document/10026753/10027021
https://www.ctyun.cn/document/10026762/10031528
https://www.ctyun.cn/document/10027350/10237145
https://www.ctyun.cn/document/10027350/10237143
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hifr. 2 6. 3EFRAT, —R&ESITH 3 &, MITMNEZTINE, 8 sFAIEZNE, 52

Emihis. REMBAEZIFINE, BRRERIERL. REMBENEFERNXIIESEITEM

B

4.2 1#E%

XHRFERIMER/BiTEEA AT EZRE?

IBAZX RSN VPC FIRTEEFE VPC, MNRFAEBERTHRINZSUFRSRIFE VPC, 5
WHRFE, B=RHTHERARITERE, MRAFE VPC BNTEREMRABITZHE, 57 “&KAY>
THREE>HETR" RENERRRE TRERARARIITHE,

YRR NS SECE?

SRS SRR I EOARE 50TB NEETAATEIENHRS, ENSERNE#REENE
BEXR, JURTRHTRERE, BMESROT:

1. BRXEREN, RALA "Hi>TREE>FHETHR"

N
P

‘BeEER” R IRE) | ENECHUEXNE, /T "ECHRE" | KUEAEKESTRERE

RIBPRISEETRHARIEEEN, TIFARFBESSEEIEGE, BRFENTE.

YRRAIC R 5 ?

MHRGA LB LA UM T

«  RBEERAMIBIEMERSE, BXUHRFEREDRER VPCHITZEN. SRSEDETL, #
BAINE, ALEREN. BRsE YR DNREEME SRS, BT LUEEE S R RS F—
MNEBREFNEMER, FUTEREEANERE,

s TINBEIRTENEANARS, JLIBIRTEENREXEIRS, LI HEIEHOSEMEX


https://www.ctyun.cn/document/10027350/10237145
https://www.ctyun.cn/document/10027350/10237143
https://www.ctyun.cn/document/10027350/10237143
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RS HIMESE
AEFTEER showmount -e ip EEREXHER?
ETFReEEER, BRiEEAZHS. GBS ERUTRMAXNEEMENNHGES:
AR— BEEEHRSENEEE. BRAEREN, M BP0, E R SRR
"M SRR SS SFS Turbo” HNIRHIAFIERR.

A= iBd OpenAPI EE. EREIFHE-EHEXARGSIFZEORIRZREL,

NfaTiEEss NFS 4.0 EIFIRO#IRIA AN ARD?

A :  FEIEIT NFSvA.0 1iliEE NAS XHRSZE, SEIT—MENIREA (0.0.0.0) #HEiridiE
5, FETEEY netstat fnSHERTIRCFTERIHE, XARESBURAIA X HEMZRIARS TR
(EL

MEEE: ZENKAR NFSVA0 ZEFImA T 2 #F Callback M. HTRZESH
fs.nfs.nfs_callback tcpport BRIAEA 0, FItt NFSv4.0 2 FimaREHlikR— N DTS, x4
fEiROASH AR X,

BRAE: EHEERS ZE], BalLUBYEESE] fs.nfs.nfs_callback_tcpport KIEE— N EE

AR, LEEZERE, wSlT:

sudo sysctl fs.nfs.nfs_callback_tcpport=<port>

5 LRGSR <port> AEHEEFERNERROS, BT LREE, BrILIERE NFSv4.0 =
Fimf] Callback ¥, EREENIROREIN, MTEMRANIADBEATRTRE

P ABS AU E RPN FRHHER FiRERELE?

IRER: EREEAREMES, BN Linux B Windows Z ARSI RAB NI FHF (X
#E. NE%), TaSHER— I FalE ik L BrAElBHERE.

RERE: Windows EFImEKIAGER GBK FRAEFHITHIM RS, M Linux ZFimBAIAGER UTF-

8 FRTEH TN RS, JEFRE BN ARAN, RUSBFENNFIERBENATHTE


https://www.ctyun.cn/document/10027350/10110887
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tE, BES—FELEBXLHIEN, TR FAERNFRETRS, TELERER, SHER
RO ZRRE T ELRD.

BRBGE: FEWEIE Windows ZFim EfEFE CIFS MMMIESESRM SRS, 7E Linux 2 im_EER
NFS hSUEEH RS, BEXFAR, LR FETRENIEN, RPN FREER 2R
RS,

LPMHRATEERHIER, MEBEEEFIRHENDR?

SNERFERM CIFS XHRGIFEERHRERATEDR, ATLMERU T TEHTIRE,

Windows ZFimal{$F tcpview TERURFF CIFS SUFRFRIFTEIER:, BMNEIEINT:

1. THFZRE tepview TH,

2. FJFF tcpview TH,

3. EIESHES CIFS 4 RFHERAER.

4. ApmTiERE, FHER Close Connection"SRHIFRER.

Linux Z2FRATEA killex TERMTFF CIFS XHERZWFEERE, BRRENTESS

https://killcx.sourceforge.net/,

4.3 SR

BNMUSTLILES PAXERR?

B P TSR O AT SRS R A 2B BOA S 10 4, IEAEIS FRIBECEULINE 20 4, BELE
T

1. BRREREW, /EALA "HH>TREE>-FHETR"

2. & "BeEER" =T "IRE  EANEHUEXNE, /T "EHRE" | KUEAEKES TRERE

1TEFRDA],
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RIFREEETRHENEEEN, TEARYURRKSEERLE, BRBENE.

HN{EiEsE NFS 1 CIFS XERFHN?

NFS (Network File System) 2—fAFREHZHFIE RN, NPS RIS FErIs 4t
=, FEEPTLUEREERIERS LB,

CIFS (Common Internet File System) R—FMAFAEITENZEHZSHAHFFTEMNAIRNSEINY. &
VIEERERFT A, FFAk/9 Windows BERFHIZIASHFHZ NN,

RESEWEIRIER R RIEE RSN

SNEREEAE Linux RFEPSTIMHEZI, 1585 NFS il GBS 4R S,

SNEREGEAE Windows RFHSCIIN S, 15852 CIFS MY B R S,

NFS MY SR AT EEEZE Windows, CIFS MY RFTLEEERE Linux,

X R R EREBINEENS?

BRI RRERBIED, ETFERERIED, EAILSEERED CT-CBR (Cloud

Backup&Recovery) k55, ER—IMERZMA. £Fa8. R2UEN—E#AEHHTR. BEEFE
BRE, AREFESRFUISHZENFRIBER/ GSR RS —EIRRP.
HRBISHEEREZTRIEN, ZFDREERZBNEMDED. SRERFER. BEANR. A
FMRESAE, ZEHTBEIEREIESEDR, BEEFFRK.

SRS HERSSHESR NAS RIS

7 =TF#E NAS &4 NAS
EX %fii‘l‘%ﬂ’\]ﬁ)‘iM%Mﬂ‘ﬂﬂﬁﬁ%ﬁﬂﬁ% BT A RRAIE W B INEERFRTT 5

EEME FHESEIRSEREHBNEET FERSBNRSEREEET OB A
1)


https://www.ctyun.cn/document/10051003/10051023
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L] ZTFiE NAS &% NAS
BAMREEE H=RHERSEMEPEEIRE HRAFWTECETLER NAS iR%E
R BETR, REES SZERFFAMESER) NAS iRERIFMERIMERE LR
D% RRWL %D’t'ﬁﬂ’tﬂé_’kiﬁﬁﬂléﬁﬂjT‘H‘E«Efﬂiﬁ%ﬂ’ﬂ%ﬂﬁéﬁﬁ
EENEE  EHeEE RESHR, TAEE

EAE iﬁfﬁj—uﬁ%’mnﬂmﬁaﬁﬁ%ﬁﬁaﬁj Eﬁ?—ﬁﬁgm@ﬁﬁﬁn4&%@;}%&@&%@9
NS NG

SRS = HA @R =R HMXA?

S SRS SF SN B P imREIREEFHES, AP Client1 £ Client2 ...ClientN ZRa]LAAE—N4
REPENYEE, haEdE, RWAILBTEEELR. MaEENStE2UIRNERESZ S

N, EXE2CNESHEERRNETER, BEREHEEEIESEINLEANHEDE, BF

EHIERESNIXG, BIAeEEES R, BRI dsaiiEZ i =TI08e.

4.4 1EHER

XERFIESEESHAHEX?
SEERRZHEER IOPS BIFIE, JFAEENNSS, ZFHEHRA. YT/, =

|OPS WA, BN MHRFANEEMRE LIRS RFRERAIMER, BEN T~ mAE-s814EL

RS
X RFRITEREIEIRRLE?
MHRFE=MEREER: IOPS, W, B,

*  IOPS (Input/Output Per Second)BIEFPRY 10 BAFRE(EIEEIREY). T/ NHESINERT


https://www.ctyun.cn/document/10027696/10162708
https://www.ctyun.cn/document/10027350/10034829
https://www.ctyun.cn/document/10027350/10034829
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5, EEXE IOPS #51T,

+  HReRRUNERERINEIEERRE, WTFEENRAMNITR, ESTEERIZIER.

«  BEREXE/SFEZERENE, BFX 10 TREa2RE/E, —MRIERRAINE/N 10 ¥
TORTSE, IR MERS R AR R R RER A,

YN{THRF Linux #ERS LA NAS pIfEee?

NFS ZFinx R &£ NFS BRHEBHTTES, BIARN 2, FEFMUERE. BX

sunrpc.tcp_slot_table_entries ATLURFERMIEE NAS 95N, ENEEZSHEIEKT 128:

echo "options sunrpc tcp _slot table entries=128" >> /etc/modprobe.d/sunrpc.conf
echo "options sunrpc tcp_max_slot_table entries=128" >> /etc/modprobe.d/sunrpc.conf
sysctl -w sunrpc.tcp slot_table entries=128

VU EIESHEERERRIT, ZRKAERL

5B :
Fr& NFS iEREEAGET, TRESEHEA 10 FRERLEN, BEEVEEKRETET.

A2TT Is SH, RFIRHTIR?

BNBERT, s RIBHBERTHATEXM, KBSHHRITHEERARISGHER, MREFRIXNE

B 10 A, TTHEEERH 10 A NEHES, EEEZHRIKAIRTE.

RRTIZ:

- ERBENMEREIIZNXME, BUEERTXHHERET 1 51,

o 4T Is RISRAL&R/usr/bin/ls, FEI0--color=auto 2%, mERiBEHER N34, KiEE
IEECHE.

P AEERTHAEX M, SHEBRANHEERE IOPS fRFREYE?

BRSBTS D BCHESE)" F1 EETIANER" 2D 2410189

o "ETNHSEHESE" AJLFRIT, FAEERNHREANIE, XHRFHA, FRIE



O X8

« EEHIABR" MRENNER—BR, FREHANIT. EEURES 10 FIEMINERK, 0
MHRFIFESN 1ms, FTHARBERT 1 #R8EsER 1000 X 10, BERAEEMEMARET
1000 3Z14/%D,

RRRTIZ:

«  BERNERGEISHY, BNREAERTXHHERED 1 51,

« TBENHRSE, TLURFSUGRRINES M.

IARRRES = EHAPERL NFS XHRFARENEETRIDRT?

[REHR: =E 1 EHR TG A, (BEREN 2 SZEPETEEY, (SREENRIANANE.

RERE : XERENRE: F—NRER, =EN 1 BB A B, HASIZAGHITRIE (flush),

Masti#t T PageCache ##E, HitFRBEEMA fsync 8i# close ki#tiThlF. B_NRERE, =

FN 2 FEXMER, FTRARMAINRSERNEHAS. g0, E=EN 1 BRXXHAR, =

FH 2 EREFTHIE, J=TN 2 BXEEE, MAFERTEFTINIENE.

RRRFE:

HE—: ExE 1 EFUGE, —EEHUT close BiEER fsync, E=EH 2 B2 AT, B

YIRS, AIEERTIE,

BREZ: XA=EN 1 =EN 2 WEET. XeSHMRERE, AUBRIESR S ENEEE

BRIEE.

RAZEN 1 HERSF: EEHET, 00 noac 241, HRFTEEAMENER. HEHan<SRAnT:

mount -t nfs -o vers=3,proto=tcp,async,nolock,noatime,nodiratime,
noresvport ,wsize=1048576,rsize=1048576,timeo=600,noac 1E&HBIE ARMHEEIRR 1

KIATEN 2 0981 TEHEEAT, R0 actimeo=0 8%, RIRFAEERE. EHGSRIT:

mount -t nfs -o vers=3,proto=tcp,async,nolock,noatime,nodiratime,
noresvport ,wsize=1048576,rsize=1048576,timeo=600,actimeo=0 &bl AMFELERIR 2
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RIELRMER SE L EAETERRZEN 1 BT, =E 2 e BRNEIRHAE

I

{5 Windows #£&k NFS XX RABITEERIEEARER?
=3¢
RERPEHIRS AHER Windows ZFimEEeER NFS il RS, SEIBE-RI. &
EIEFER. # Windows ZFiumRiER CIFS MRS,
[BIRE: £ Windows EFinEEER NFS MU HRFTREBIEIRBENGRE R, 25
—EREJIERIZROER, XEBT Windows ZFiRARKS NFS A0 CIFS #hil, EiERtaEidiH
CIFS 19 445 iw[, #WAEMEASERIERE NFS in[l, SEUCHARETME. WRES 15 5HeE
10, TREESHBXRI,

BRAE: BEEEFImRESA CIFS JHEATHR, SERMEIESRA: WEE Windows HiG

. SRMZA SMBv1, SMBv2 #1 SMBv3?

4.5 FERKIGIEE
SUERGEILALS VPC 51182

AJLABITAINESA VPC LIS VPC imia), B{ZHRRIMERAES vpe ihial. Fia0, & 1 XXHRS

{NBERINGEZR 1 B9 vpe, FTRANINREIS 3 AY vpc,

BNAHZRSaRIN 20 N VPC, BEHTIHIAMENETE VPC imIIE NG R GBI THE VPC i
i\, #I0AESWZ VPC,

BEXHRATEHIIZS IO ERIE LE?

BALR, (EENBEXHRFHESAED 1000 M ih, MELSSRSSUERRN. BaLUER

ZINNHREFFEW SR, DEUEN.


https://learn.microsoft.com/zh-cn/windows-server/storage/file-server/troubleshoot/detect-enable-and-disable-smbv1-v2-v3?tabs=server
https://learn.microsoft.com/zh-cn/windows-server/storage/file-server/troubleshoot/detect-enable-and-disable-smbv1-v2-v3?tabs=server
https://www.ctyun.cn/document/10027350/10192625
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X RFAILASIRESND?

BARS. MHRFEREERERMET, |3EHERE VPCRIZENL. FIUNRER 3 AR FEREE
HHERR 3 N=ELE, TEERERR 4 NaEL

XHRERZIFE AZ ZREIBB?

LA, FEeE VPC AKX S ARAKX (AZ), BITEXE RGN EAAER VPC, BifE)3/REHER VPC
RUBHR T, MHRFIFE— M ST AXES, NsLIE AZ ZX i,

plgn: EATRX 1 QIR RS, HLUERER—bE TIERER VPC RRIFTAK 2 BI=EL,

SSMERTRAXHHEZESRE. FRIRMEEREWE AZ HHE RS,

EELMIRMIXHRRIERERT, IMTHSFEELD?

AT HERZEFHEAR, GREXRDATLSER:

1. B, BFEERE/ etc/rclocal t/etc/fstab 3, FHERIENXHRANEE, XM LABRIE
BERIRSSRIIT BRI RS,

2. TR, BFEEERRSS, UHRRIENER.

3. EMBRSHRFELGIZAE, BWETERERATHE SRR, BRNESCREUR TR
AU ER SIS R GERE,

4. WMREGEFETENENERE, BREENRREIENENERIRE, LBEFIBHERSUG RS,

YNA7E Linux EHNAPRIEIRIE N F B R AT RIER?

BIRRM: SERIHERREMSUG R AT ECS Linux EHLE, HEEREREGIR0: /mnt/dir, &ETLIE

/mnt/dir BR TR HFER

RFE:
1. LinwGEMERFNFOIRNHRANFER: mkdir /mnt/dir/subdir

2. BIBATFESNHRFENABESR: mkdir /tmp/mnt


https://www.ctyun.cn/document/10027350/10179633
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3. EFTHEMARS:

mount -t nfs -o vers=3,proto=tcp,async,nolock,noatime,nodiratime,
noresvport ,wsize=1048576,rsize=1048576,timeo=600,actimeo=0 EZtbit:/mnt/dir/subdir /tmp/mnt

HEHSWRMSH Linux BSHRRE, IELE?

[FREHEA: £ Linux BMERSAD, RIRBETESRER T —MEEUGRR, REEEMEHEHE
MR T iZERASR, S5 Linux RELI THITH SRR, TN EREER.

BRRFE:

1. 7 linux EBHNARSSEEH, BT Ctrl+C, FErMpIEERITIIRS.

2. PUTHEGS, EERHER. BIHEHIER, KRINSAHERER, fl0/mnt/test,

3. #U7 umount -f /mnt/data &<, BHEHHRS.

4. HEFTHRE, GRUENEERR, FERXEREECRR., BELUUERRGER, &ald
R THRR THEBRSHR Linux REREBR, SHRESIHESCUGERRZA, fTT
EDEIRIE.

ZHEASEFIRHASE—XHIHESHSERSE, HERIEES?

[EEIR: SRMSUGHIRSIRM T SE PR EEE NI, (BESHERSEFRATRENE—
MHASERTS (PIIFEBANRE—EEXXHE), BT NFS IMUABASTER FEINRE, TS
HEE= XX, HTEREIR.

BRAE: EARHENARZEFRTPEEANEES IRFEIRABN S, ARERENS T
EMRBEHTIEFERE, XMARTLRFEERALRENSHRIEE, ERITHERSEH,
BESZNIRR /N,

MNFHREMENE—IMH (BE) 89555, FJLAER flock+seek HHISRRIES NAIRFHEFI—
it (B2 flock+seek E—MEXFERAMEIE, DTRESIIMRE=ERERIN,

A 2R ERENESREXHRFEPE—HE, XHNEERR?
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EXHEGT, AFRSHINRARBIAFEXMmE, maEd UID (BFRR) RifE. & ECS
SLAHIFERARIBERFRN, 28T UID [EREERENAIRAEIGRERY. WRRFE—UID £
AEIRY ECS SEfIHEEHARRIRIAFE, BBAXLRAFRBEHENATENEESS.

ST BRSSIEIE NFS 335, iRE] mount.nfs: No such device i{kiE?

[EJREHEIR ©  7E ECS SCRAPIER NFS SUFRSHI NAS iF, HBILATERIEE: mount.nfs: No such
device,

BEAERE: 18Z sunrpc, nfs ERERIEHENE

fBRFBZE (sunrpc):

—

. ¥147 Ismod|grep sunrp #I&r sunrpc &R EEBBININE.

[\

. ¥&/etc/modprobe.d/sunrpc.conf BB 2 & 1EH.,

w

. ¥147 modprobe sunrpc EFFI0EL sunrpc,
4. EFTHEEE NFS XUFRA,

BBRABE (nfs):

—

. }47 Ismod|grep nfs #IiT nfs H=HRE B LININEL.

[\

. INREHNE, 3R nfs RETOIIE.

3. B nfs-utils,

4. EFTHER NFS XHRE,
At 4 Administrator BEEIIEFAY CIFS 32 ER, HEARERE?
£ Windows &%, — M AFESIIBRES— T APIERFAETASER, XZEHT Windows
RARFREBEIEIERR. ZEXLMSAFRZENES, TSR ERMEE, AEHTXER, X, £
ARBFIERFET, HAILULRZZEZER.

PITIAT e 7E C BT EE— 1279 myshare RIERGER, GEIERERSLE, HEHBIAIEHER



O XR# s

SIFBRLESIREL.
mklink /D C:\myshare &ttt
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